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PROLOGUE

Human trafficking: between data and knowledge
by Dr. Claudia Aradau’

Human trafficking is now widely recognised as a complex issue, requiring
differentiated or ‘holistic’ approaches as the literature names them. “The
need for more effective antitrafficking governance is connected to notions

of ‘limitations’ or ‘lack of knowledge about human trafficking.”

‘The need for better data’ is now unanimously recognised by experts as
one of the necessary steps for improving antitrafficking strategies (Lacz-
ko 2002, 2007). It is now widely acknowledged that the data on human
trafficking is insufficient, unreliable, incomparable, and limited (Ogrodnik
2010). Executive Director Antonio Maria Costa, of the United Nations Of-
fice on Drug and Crimes (UNODC), deems it a ‘knowledge crisis” and goes

on to explain its ramifications for anti-trafficking:

Only by understanding the depth, breadth and scope of the
problem can we address [...] how to counter it. So far we have

not attained much knowledge and therefore initiatives have been

inadequate and disjointed. (UNODC 2009b)

In this was combating human trafficking, protecting victims of trafficking
and preventing the phenomenon is seen to be dependent on reducing
this systemic lack of knowledge. The implication is that if we could just
acquire the data, we could solve the problems of human trafficking. As-
sumptions about the lack of data and the different understandings about
what constitutes a lack of knowledge is not discussed; acquiring data is
immediately supposed to lead to better action and better protective and

preventive mechanisms.

1 Dr. Claudia Aradau, Reader in International Politics, King's College, London, UK, is an internationally
recognised researcher on data politics. The prologue presents her keynote speech on the occasion of
the international datACT conference: ‘Data protection and right to privacy for marginalized groups:
a new challenge in antitrafficking policies’, which was held in Berlin, 25-27 September 2013.



In these debates, the focus has been on responses in the absence of an
analysis of whether the problem of data acquisition has been soundly for-
mulated. As any social scientist knows, asking the wrong question will not
lead to any right answers, however much one could try to refine the answer.
This paper addresses the question of data in human trafficking governance
by placing it in the broader context of lack of knowledge. What does it
mean to say that we have a problem of lack of knowledge concerning hu-
man trafficking? | argue that the lack of knowledge about human trafficking
needs to be understood as threefold: ignorance, secrecy and uncertainty.
Each of these understandings about the lack of knowledge entails different
implications for how data is acquired, how it is deployed, and to what pur-
poses. In each of these cases, | propose alternative ways to approach the

problem of the lack of knowledge regarding human trafficking.

Ignorance: training and awareness-raising

The lack of knowledge about human trafficking has been first presented
as a problem of ignorance. Ignorance appears under many guises: the ig-
norance of victims of trafficking about migration possibilities, about legal
rights or protection possibilities or the ignorance of authorities on the phe-
nomenon of trafficking. A Manual for Journalists in Serbia, prepared by a
local antitrafficking organisation with the support of the Organisation for
Security and Co-operation in Europe (OSCE), summarises the extent and

forms of ignorance:

One of the circumstances human fraffickers benefit from is the lack
of knowledge, especially among young women, about actual pos-
sibilities of migration info Western European countries: they either
have no or very litile information about living conditions and em-
ployment opportunities in the European Union. They do not know
their rights or if and how they can be issued legal working permits;
they also do not know that they cannot work legally with tourist
(Schengen) visa and are not aware of all the risks of working in
the "black” labor market [ASTRA Anti-Trafficking Action 2009, 14).



This broad ‘lack of knowledge’ is seen as a main impediment to victim self-
identification and therefore to effective action to combat human trafficking.
Related psycho-emotional factors such as fear of the traffickers, mistrust of
authorities, and/or psychological dependence on the traffickers are also
ultimately founded on ideas about ignorance, for example, of the fact that
the traffickers can be punished, authorities can offer protection, and that the

situation they are in is exploitative.

This problem of ignorance translates into the solutions calling for awareness-
raising and training.? Awareness-raising campaigns and extensive training
modules for state authorities such as judges, policemen, and border guards
have been proposed and implemented.* What we have here is an extensive
pedagogy of human trafficking, intended to reduce ignorance across the
board leading to both protective and preventive effects in the future. In train-
ing professionals to recognise victims of trafficking it should be possible to
put more effective action in place. The data collected on victims of trafficking
informs the training manuals and handbooks, directing experts to recognise
the ‘signs’ of human trafficking in cases where victims themselves might be

unaware of what might befall them or of the situation they are in.

However, there has been little critical reflection on the idea of ignorance
informing pedagogical practices of antitrafficking. There is an assumption
that there are experts who know what counts as knowledge and ignorance.
They also know who is ignorant and about what. There are at least two
problems with these assumptions. First, this approach does not consider
women as epistemic agents. The knowledge that victims of trafficking might
have about their situation is disqualified as ‘ignorance’. In so doing, it is also
excluded from useful data unless it fits already existing knowledge. Second,
this approach implies that ignorance is reducible through the knowledge
that only some experts have. Ignorance is presented as an absence, a gap
in knowledge that can be remedied through the acquisition of knowledge,

instead of something that is a product of social relations between different

2 For further discussion see Andrijasevic 2007, Aradau 2004.
3 See ICMPD 2002 and 2004, UNODC 2009a.

O



categories of experts, or between experts and ‘victims of trafficking’. The
feminist scholar Nancy Tuana has coined the phrase of ‘epistemologies
of ignorance’ to capture the productive and produced function of igno-
rance. Ignorance and knowledge are both present, and any production of
knowledge implies the production of ignorance. The question here is not
about truthfulness or falsehood, but about how knowledge is rendered as
illegitimate or simply not valuable. So we need to think more carefully about
these assumptions of ‘lack of knowledge’, of ignorance when it comes to

antitrafficking strategies.

First, we need to understand knowledge as situated, rather than as lack. The
assumption of ignorance renders particular voices less important or illegiti-
mate. What would it mean to take their knowledge into consideration, as
knowledge rather than ignorance, instead of assuming lack of knowledge as
the starting point? Second, we also need to understand how ignorance can
be strategically deployed for particular purposes. What does it mean to say
that experts lack knowledge to recognise human trafficking? What if we are
to take their situated knowledge as important rather than their ignorance?
Finally, training and awareness-raising campaigns assume that knowledge
changes what people do. Yet, these campaigns do nothing to transform the
material conditions in which people live. Without an understanding of the

conditions of action, learning and educational practices will continue to fail.

Secrecy: surveillance and identification mechanisms

A second important form of lack of knowledge emerges through the rep-
resentation of trafficking as an underground phenomenon. For example, a
2013 Amnesty International report notes that “trafficking is an underground
business and therefore it is very difficult to gain accurate information about its
scale in the UK”. Human trafficking is shrouded in secrecy, as it takes place
in the shadows of law. Therefore, dispelling secrecy becomes a new strategy

that would make antitrafficking more effective. This entails the acquisition of

4 Sullivan and Tuana 2007.



data about secret organisations, the underground economy, or those who

appear associated with these underground or shadow economies.

Yet, in so doing, there is an important shift that takes place between secrecy
and privacy, with effects on all those who are in a situation of trafficking.
One of the traditional understandings of the right to privacy has been that of
seclusion, isolation or opacity. Warren and Laslett note in their comparison
of secrecy and privacy: ‘In contrast to privacy, which is simply a withdrawal
from the public order, secrecy operates in disregard of or opposition to
that order’ (1977). Unlike privacy, which is perceived as legitimate, secrecy
appears as illegitimate when applied to particular individuals or non-state
groups. If privacy is the area of personal knowledge where only intimates
can have access, the problematisation of secrecy in relation to knowledge
renders the injunction to knowledge acquisition as an injunction to access

to personal knowledge:

From secrecy, which shades all that is profound and significant,
grows the typical error according to which everything mysterious
is something important and essential. Before the unknown, man's
natural impulse to idealize and his natural fearfulness cooperate
toward the same goal: to infensify the unknown through imagina-
tion, and to pay affention fo it with an emphasis that is not usually

accorded to patent reality (Wolff 1950, 333).

This approach implies that surveillance is needed in order to access this
secret world and identify that people who operate in it. In the case of traf-

ficking, dispelling secrecy trumps the protection of privacy.

In representing the unknowns of human trafficking as simply the illegitimate
secret of criminal organisations, antitrafficking strategies reduce the scope
for privacy concerns. Secrecy requires much more careful analysis than we
have had so far in statements about organised crime. One thing that we
need to recall in these debates is that secrecy has long been a strategy of
the excluded and the marginalised, indeed, a way of evading the reach of

power. The sociologist Georg Simmel has shown that secrecy can be a form



of protection: “As a general proposition, the secret society emerges every-
where as correlate of despotism and of police control. It acts as protection
alike of defence and of offense against the violent pressure of central pow-
ers’ (Simmel 1906, 472). Moreover, Simmel cautions against the fallacy of
seeing everything that is secret as important or illegitimate. Secrecy is both
an element of human interaction and a particular strategy of protection for
excluded groups. Just like ignorance, secrecy is produced as illegitimate in
relation to different actors and groups. Secrecy is accepted when it is the
prerogative of antitrafficking experts - Frontex®, for instance, argues that
‘due to the sensitivity of risk profiles’ of victims of trafficking, these should be
restricted to law enforcement only (2011). Here, the production of knowl-
edge also produces non-knowledge, as secrecy legitimates particular ac-
tors as possessors of knowledge at the expense of others. Who is allowed to
keep secrets? Secrecy remains unquestioned when relations of trust under-
pin relations of knowledge. Effectively, secrecy is disallowed in the absence
of trust. So the question of lack of knowledge and secrecy is also a question

about how trust is produced and withdrawn.

Uncertainty: data collection

The third understanding of the lack of knowledge concerns uncertainty.
Human trafficking is recognised to be a rapidly changing phenomenon.
Therefore, the collection and processing of data is thought to offer a better
understanding of the future. Data collection is not only a remedy to experts’
assumed ignorance but also a remedy to the uncertain nature of the phe-
nomenon. Protecting victims and preventing human trafficking presupposes
a certain anticipatory capacity on the part of experts: how will traffickers
act, what will be the victims’ reactions and so on2 Given the uncertainties
associated with human trafficking the European Commission proposed in
‘The EU Strategy towards the Eradication of Trafficking in Human Beings

2012-2016’, to create a system of data collection:

5 European Agency for the Management of Operational Cooperation at the External Borders of the
Member States of the European Union (Frontex).



The trends, patterns and working methods of traffickers are
changing in all the different forms of trafficking in human beings,
adapting to changing patterns of demand and supply. Forms of
exploitation are often merged and infertwined, making it hard
to defect the exact form of exploitation victims are subjected fo.
This makes it even harder to identify victims. It is necessary to be
able to understand such trends quickly and ensure an effective

response (European Commission 2012).

The EU has singled out human trafficking as one of the priority areas for
data collection and focused on developing ‘work on methodologies and
data collection methods to produce comparable statistics on trafficking in
human beings’ (European Commission 2012). More and better data is seen
as a solution to the ineffectiveness of antitrafficking policies. This is not sim-
ply a question of ignorance or secrecy, but a question of uncertainty. There
is uncertainty about new methods that traffickers might use, about new
routes, new victims, and new forms of exploitation. A different preventive
logic is at work here. You don't prevent by reducing ignorance or dispelling

secrecy, but by managing uncertainty through data collection.

There is not much in the EU Commission documents as mentioned above
about the acquisition and processing of this data. As indicated in a report
by Eurostat®, this would imply the conversion of uncertainty into risk though
statistical reasoning (2012). Historically, one of the solutions to uncertainty
has been that of risk probability calculations, the creation of risk profiles,
and assigning risk. It uses the individual data to create new categories and
profiles, without making the supporting logic visible. This means individuals

cannot contest this logic because it is not available to them.

Concerns about data protection have been raised particularly in relation to
data collection. | would like to end by making a couple of points about data
protection. Data protection is an important right, but unfortunately it doesn't

address the problems of statistical knowledge and risk profiling in response

6 Eurostat is the statistical office of the European Union.



to uncertainty. By displacing the individual through categories of risk, data
collection also makes the claim for data protection inoperative. While the
various categories of data might appear helpful for our knowledge about
human trafficking, and largely inoffensive in terms of privacy rights, it is not
data that is the problem, but rather the way it is processed and subsequently
put to use by the various agencies involved. If you are a citizen of one of
the assumed countries of origin, what implications does this have for your
freedom of movement when you encounter consular or border authorities

As Antoinette Rouvroy and Yves Poullet have argued:

[V]ast collections and intensive processing of data enable
data controllers such as governmental authorities or private
companies to take decisions about individual subjects on the
basis of these collected and processed personal information
without allowing for any possibility for the data subjects to
know exactly which data would be used, for which purposes,
for which duration and overall without control of the necessity
of these proceedings in consideration of the purposes pursued
by the public or private bureaucracies (Rouvroy and Poullet

2009, 68-69).

So, to end, it seems to me that the challenges in relation to antitrafficking
concern how to know responsibly rather than simply the postulation of
knowledge at all costs, and in particular, how to know in ways that are not
destructive of freedom and human dignity. One path | suggested is to start
from knowledge as situated and analyse the ways in which this knowledge
might be ignored or rendered uncertain. Secondly, we need to get rid of
the fantasy that there is such a thing as ‘raw’ data that will give us an under-
standing of how to act on the future, how to prevent human trafficking from
reoccurring or happening. There is no such thing as raw data, nor is there
any such thing as innocent data. Moreover, human rights have only limited
efficacy against the logic of statistical data processing and preventive risk
management. What is important is to make the ways of reasoning about
data visible - dispel the secrecy in processing of data in order to create

conditions for the exercise of human rights.



To conclude, knowing responsibly implies analysing what forms of ‘lack of
knowledge’ the agencies involved in human trafficking create themselves.
What forms of ignorance, secrecy, and/or uncertainty emerge in this very
process, for example, about how the data is used by border agents, or
uncertainty around how individuals would be treated. These are not solved
through more knowledge but through creating trust and empathy. Knowing

more is, after all, neither knowing nor acting better.
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1. INTRODUCTION

The rights-based gathering and analysis of data on trafficking in persons is
an important instrument for increasing knowledge and for monitoring trends
and patterns at the national, regional and international level. In addition,
data gathering and analysis help to set baselines against which Member
States can assess progress in the implementation of national policies, strate-

gies and programs.

Trafficking in persons is a crime that is often committed across borders and
therefore requires Member States to cooperate and coordinate among
themselves as well as with international and regional organisations. In order
to improve international cooperation and coordination, formal and informal
cooperation is promoted, such as establishing communications procedures,

and information and data exchange.

This requires significant processing of data, in many cases it involves per-
sonal data. Consequently, it may lead to a risk of intrusion into the privacy
of trafficked persons, potentially violating their right to respect for private
and family life (Art. 8 European Convention Human Rights), and risks the
abuse of personal data. Therefore, the collection of data for developing ef-
fective actions to combat trafficking cannot be put in place without a solid

data protection scheme.

More importantly, data on trafficked persons are not only collected in the
framework of police and justice cooperation in criminal matters and the or-
ganisation of national and transnational assistance, but also for other require-
ments and purposes carried out by national governments, intergovernmental
organisations (IGOs), non-governmental organisations (NGOs) and private
businesses. While data collection often serves the commercial interests of
private companies, civil society organisations offering service provision often
face multiple requirements to collect personal data of trafficked persons. On
the one hand, they are obliged by (governmental) donors to provide quantita-
tive information documenting the social work, while on the other hand their

clients must be registered into the existing social welfare and health systems



in order o access financial and other support available to trafficked persons;
both require the collection and storage of personal data, including registration

in social welfare systems, return programs, or use of cloud computing services.

Some National Rapporteur or Equivalent Mechanisms (NREMs) in Europe
collect only non-personal/anonymised data from victims of trafficking, oth-
ers again focus on retrieving personalised data from victims (and their
families), including details of their experiences of violence, and information

about the (suspected) offenders.

While politics on antiterror measures focus on perpetrators, antitrafficking
politics generally aim to ‘profile’ potential and presumed victims of traffick-
ing. When it comes to data collection this victim-centred approach - a term
often used as a synonym for a human rights based approach - falls into a
different, more restrictive perspective. International and intergovernmental
organisations have developed guidelines and tools for data collection with

a strong focus on collecting victim data.”

The risks attached to the collection, exchange, and various forms of data
processing of victim’s personal data raise serious concerns for their privacy
and safety. The protection of victims’ private life and identity is not only es-
sential for their physical safety, given the risk of retaliation from their traffick-
ers, but also in view of potential stigmatization impacting on the possibility
of rebuilding a life in their country of origin or destination.

There are additional risks for victims of trafficking for prostitution who may also
face reprisals from authorities. In many countries, in particular (South) Eastern
European countries, working in the sex industry is a criminal or public order
offence. Victims of trafficking for prostitution risk arrest, prosecution, and/or
punishment. Moreoever, people who have been trafficked into forced criminal
activities may be exposed to prosecution and social stigmatization once their
personal data has been shared among authorities and other stakeholders.

7 See data collection instruments designed by ICMPD and IOM in chapter 5; and the ‘DNA, human
right and human trafficking programme’ of the Duke University at http://kenan.ethics.duke.edu/
humanrights/dna-human-rights-human-trafficking-sep-13-2/.


http://kenan.ethics.duke.edu/humanrights/dna-human-rights-human-trafficking-sep-13-2/
http://kenan.ethics.duke.edu/humanrights/dna-human-rights-human-trafficking-sep-13-2/

Furthermore, alerting to the involvement of state officials in trafficking
should be taken into account, raising the issue of corruption and ensuing
risk of abuse of data. At the same time, it is crucial for victims’ access to
assistance that they can trust assistance providers to keep their information

fully confidential.

It is therefore paramount that all data collection and processing mecha-
nisms should protect the rights of trafficked persons as data subjects. The
term ‘trafficked person’ as used in this publication includes crime victims
exploited in all economic sectors, including sex work, domestic work, agri-

culture, construction work, food industry, and care taking.

The practical guide will explore the implications and dimensions of data
protection in antitrafficking politics. In a first step, we provide a general
overview of European data protection legal instruments, followed by a
detailed discussion on the application of the concept on ‘sensitive data’.
In a second step, we discuss the specific instruments on data and privacy
within the antitrafficking policy framework. Finally, we explore the pos-
sibilities to break down existing legal and political principles into concrete
measures for practitioners in the non-governmental, governmental and

inter-governmental sector.



2.

MAIN DATA PROTECTION INSTRUMENTS

This chapter provides an overview of European data protection laws and

discusses its implications.

The basis for all European data protection instruments is Article 8 of the 1950

European Convention on Human Rights (ECHR): the right to respect for pri-

vate and family life. Article 8 prevents public authorities from interfering with

the private life of citizens unless certain conditions have been met. Under the
EU Charter of Fundamental Rights (20098) the protection of personal data
is considered an autonomous fundamental right, next to the right to privacy.

The two main instruments in the area of data protection are:

1.

Directive 95/46/EC’ (hereafter Data Protection Directive) is the centre-
piece of legislation on data protection in EU law. The definitions and prin-
ciples within the Directive are the main reference for data protection provi-
sions in other instruments. All EU countries are required to implement this
Directive in national legislation. However, data processing activities in the

area of police and judicial cooperation in criminal matters are excluded.”®

. Given the limited scope of the Data Protection Directive, from 1993

until 2009 the main reference governing police and judicial coopera-
tion was the 1981 Council of Europe Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data (here-
after CoE Convention 108). In 2008, a separate Framework Decision
(2008/977/HA) was adopted, however, this only pertains to cross-bor-

der data processing. The Council of Europe (CoE) Convention is still the

The Charter was proclaimed in 2000 but only got full legal effect in 2009 following the entry into
force of the Treaty of Lisbon.

Directive 95/46/EC of the European Parliament and of the Council of 24.10.1995 on the protec-
tion of individuals with regard to the processing of personal data and on the free movement of such
data (OJ L 281, 23.11.1995).

Art 3(2) : This Directive shall not apply to the processing of personal data: [...] and in any case to
processing operations concerning public security, defence, State security (including the economic
well-being of the State when the processing operation relates to State security matters) and the
activities of the State in areas of criminal law.
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main instrument governing the processing of domestic data in criminal
matters. Furthermore, the CoE Convention covers more countries than

the EU Data Protection Directive.

The two key concepts in both instruments are ‘personal data” and ‘process-

ing of personal data ":

‘personal data’ means any information relating to an identified or identifi-
able individual ('data subject’). Data is considered personal when it ena-
bles anyone to link information to a specific person, even if the person or
body holding the data cannot make that link. That means any information
that identifies or can lead to the identification of one person (data subject)

from the rest of persons falls under personal data.

1 . A . 1 . .
processing of personal data’ (‘processing’) means any operation which
is performed upon personal data, including collection, recording, storage,
retrieval, consultation, use, transmission, dissemination or otherwise making

available, blocking, erasure or destruction.

EU Data Protection Directive, 1995

The purpose of data protection is to protect the individual about whom data
are processed. This is achieved through a combination of rights for the indi-
vidual (called ‘data subject’ in data protection language) and obligations
for those who process data (the ‘data processor’) or exercise control over
such processing (the ‘data controller’). Directive 95/46/EC defines the
conditions under which personal data may be processed. It was adopted in
1995 with two objectives in mind:

* to protect the right to privacy with respect to the processing of personal data,
* to guarantee the free flow of personal data between Member States.

The Directive sets the data protection standards for all EU legislative acts.

It encompasses all key elements of the European Convention on Human



Rights,"" especially Article 8, respect for private and family life. It applies
to both public and private sectors, such as NGOs, IGOs and businesses,
including international businesses whenever the data controller uses equip-
ment located within the EU to process data. However, it does not cover the

area of police and judicial cooperation in criminal matters.

The Directive does not impose obligations directly on people or businesses.'?
Instead, it requires that each EU Member State enacts laws to govern the
processing of personal data satisfying certain minimum standards as laid
down in the Directive.”® All EU Member States have transposed the Directive.

It also requires States to establish national Data Protection Authorities (DPA).

Article 29 of the Directive sets up a Working Party, an expert body com-
posed of representatives from the Data Protection Authorities of the Member
States, the EU institutions and bodies and the Commission. It has advisory
status and acts independently.'*

Principles on Data protection

* Purpose: data should only be used for the purposes stated and not
for any other purposes;

* Consent: personal data should not be disclosed or shared with third
parties without the data subject’s consent;

* Security: collected data should be kept safe and secure from poten-
tial abuse, theft or loss;

* Notice: data subjects should be informed as to who is collecting
their data;

* Disclosure: subjects whose personal data is being collected should
be informed as to the party or parties collecting such datq;

11 Recital 1 Directive 95/46/EC.

12 EU Directives are addressed to the Member States, and in principle are not legally binding for
citizens. The Member States must transpose Directives into national law.

13 Recital 69, article 5 Directive 95/46/EC.

14 For more information on its activities see http://ec.europa.eu/justice/policies/privacy/working-
group/index_en.htm.


http://ec.europa.eu/justice/policies/privacy/workinggroup/index_en.htm
http://ec.europa.eu/justice/policies/privacy/workinggroup/index_en.htm

* Access: data subjects should be allowed to access their data and to
correct any inaccurate data;

* Accountability: data subjects should be able to hold data collectors
accountable for following the above principles.

The Directive is grounded on seven principles, aiming to achieve harmonisa-
tion throughout the EU."” In short, these principles hold that personal data
should not be used without the knowledge or unambiguous informed con-
sent of the person; that they should be correct, relevant and not excessive in
relation to the purpose for which they are being stored; and that the use of
data, which includes disclosure, should be carried out in an accurate way.
This approach based on principles allows Member States to implement the
necessary measures, while taking into account local context and cultural

sensitivities as well as the needs of specific sectors.

Overview of relevant provisions

Below we will discuss some of the relevant provisions of the Data Protec-
tion Directive in more detail. First, we discuss the principles and conditions
for processing data, as well as the scope and limitations of the Directive.
We will then pay particular attention to the category of sensitive data and
examine whether or not data on trafficked person fall within this category,

especially where it concerns people trafficked for or within the sex industry.
Principles and conditions for processing data
Article 6 of the Data Protection Directive lists a number of principles relating

to the quality of data, whereas article 7 provides the conditions under which

personal data may be processed. Article 6 further mandates that the body

15 European Commission Impact Assessment SEC (2012)72 final, Annex 1, p. 9; http://ec.europa.
eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf.


http://ec.europa.eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf
http://ec.europa.eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf

which determines the purposes and means of the processing of personal
data, the data controller, should ensure compliance with these principles.

Article 6 Data Protection Directive -
Principles relating to data quality

1. Member States shall provide that personal data must be:
a) processed fairly and lawfully;

b) collected for specified, explicit and legitimate purposes
and not further processed in a way incompatible with those
purposes. Further processing of data for historical, statistical
or scientific purposes shall not be considered as incompatible
provided that Member States provide appropriate safeguards;

c) adequate, relevant and not excessive in relation to the purpo-
ses for which they are collected and/or further processed;

d) accurate and, where necessary, kept up to date; every reaso-
nable step must be taken to ensure that data which are inac-
curate or incomplete, having regard to the purposes for which
they were collected or for which they are further processed,
are erased or rectified;

e) keptin a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the
data were collected or for which they are further processed.
Member States shall lay down appropriate safeguards for
personal data stored for longer periods for historical, statisti-
cal or scientific use.

2. It shall be for the controller to ensure that paragraph 1 is com-
plied with.

Purpose
The first data collection principle is that data should only be used for the

purpose for which it is collected (art. 6(1)(b)). This means that the reasons

for which a person’s data are collected, stored, shared, etc. must be:



* Specific: this is also needed to assess its lawfulness;

* Explicit: the reason has to be made clear and openly stated, also in
order to allow the individual to be aware of the activities performed on
his/her data and to enforce the applicable privacy rights;

* Legitimate: this is in line with the principle of lawfulness, meaning that

the controller must have a legitimate motive to process personal data.

The respective purposes of data processing must be defined prior to the
procedure. In addition, personal data cannot be processed for reasons
that are incompatible with the ones for which they were originally col-

lected.

Enshrined within the principle of purpose limitation is the data quality
principle, which imposes the requirement that the data processed must be
adequate, relevant and not excessive in relation to the purposes for which
they are collected and/or further processed (art. 6(1)(c)). This relates to
the so-called data storage principle which holds that one may only use the
amount of data that is necessary for the specified legitimate purpose (art.
6(1)(e)). This principle has given rise to various discussions on whether per-
sonal data has an ‘expiration date’ or whether data may be kept forever.
Assuming that the purpose for which data are relevant still exists, personal
data may be kept. Subsequently, when the processing purpose is fulfilled,
personal data should be erased, made anonymous or used for a different

legitimate purpose.

The data quality principle further provides that personal data must be ac-
curate and, where necessary, kept up to date. This puts an obligation on the
data controller to take every reasonable step to guarantee that personal
data which are inaccurate or incomplete are erased or rectified, having
regard to the purposes for which they were collected or for which they are
further processed (art. 6(1)(d)). The reason behind this is that incomplete,
inaccurate or wrong information may cause significant damage to the per-

son concerned.



Consent

‘Consent’ is a key concept within the Directive and is defined as “any freely
given, specific, and informed indication” of the person’s wish to agree with
the processing of her or his personal data. Moreover, consent has to be
given “unambiguously”.'® For consent to be unambiguous, the procedure
for obtaining and providing consent must leave no doubt as to the person’s
intention. The notion of consent is founded on the idea that the individual
should be in control of how their personal data is being used. Article 7 of

the Data Protection Directive lists the criteria for data processing:

Article 7 Data Protection Directive -
Criteria for making data processing legitimate

Member States shall provide that personal data may be processed
only if:

a) the data subject has unambiguously given his consent; or

b) processing is necessary for the performance of a contract to which
the data subject is party or in order to take steps at the request of
the data subject prior to entering into a contract; or

c) processing is necessary for compliance with a legal obligation to
which the controller is subject; or

d) processing is necessary in order to protect the vital interests of the
data subject; or

e) processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the
controller or in a third party to whom the data are disclosed; or

f) processing is necessary for the purposes of the legitimate interests
pursued by the controller or by the third party or parties to whom
the data are disclosed, except where such interests are overridden
by the interests for fundamental rights and freedoms of the data sub-
ject which require protection under Article 1 (1).

16 Atrticles 2(h) and 7(a) Data Protection Directive.
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However, Member States currently interpret these criteria differently, ranging
from a general requirement to obtain written consent to allowing for the ac-
ceptance of implicit consent. Furthermore, the 2012 EC Assessment on per-
sonal data protection indicates that national DPAs apply different interpreta-
tions of consent.” As a consequence what constitutes valid consent in one

Member State may not be legally valid in others.'®

According to Opinion 15/2011 of the Working Party on the definition

of consent:

Consent can only be valid if the data subject is able to exercise
a real choice, and there is no risk of deception, intimidation, co-
ercion or significant negative consequences if he/she does not
consent. If the consequences of consenting undermine individu-

als’ freedom of choice, consent would not be free.””

For example, in the case where someone is in a situation of dependency on
the data controller because of the nature of the relationship or other special
circumstances, and providing data is a precondition to subsequent actions,
they may fear being treated differently if they do not consent.

The Working Party goes into more detail, stating that consent must be:

[A] voluntary decision, by an individual in possession of all of
his faculties, taken in the absence of coercion of any kind, be it

social, financial, psychological or other.”®

While the latter was specifically considered in the context of consent given un-
der the threat of nontreatment or lower quality treatment in a medical situation,

this could very well extend to the provision of other services, such as psycho-

17 European Commission Impact Assessment.
18 European Commission Impact Assessment, Annex 1, p. 13.

19 Article 29 Data Protection Working Party “Opinion 15/2011 on the definition of consent”, 13 July
2011, p. 12; http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011 /wp 187_en.pdf.

20 Article 29 Working Party (WP131) “Opinion on the definition of consent”, p. 13.


http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp187_en.pdf

logical, social or legal assistance. For example, consent cannot be considered
freely given in cases where trafficked persons have to consent to the exchange

of their personal data with third parties in order fo access assistance services.

Although the timeframe for seeking consent is not explicitly defined in the
Directive, there is a clearly implied general rule that consent must be given
before the processing starts.?’ When there is no consent, personal data may
only be processed if this is necessary for one of the objectives specified in
article 7. This means that either the person should have consented to the
processing of his or her personal data, or such processing must meet the

criterion of “necessity”.

Security

Confidentiality and security precautions are meant to protect personal data
while stored as well as when transferred, or otherwise made accessible to
third parties and regardless of whether the data is in paper and/or elec-
tronic form. There are two categories of security measures: technical and
organizational. The first generally refers to measures designed to keep data
secure when electronic devices and equipment are involved, (firewalls, anti-
virus software, authentication and authorization systems). The latter refers to
instructions, policies, and internal procedures governing how personal data
are handled by the data controller. Due to their nature and potential harm to
the individual, sensitive data requires greater protection; in this case addition-

al legal, organizational and technical safeguards should be considered.??

Chapter IV of the Data Protection Directive deals with the requirements for
sending personal data outside Europe. The core provision is clear: no data
should go to a third country unless that country ensures “an adequate level
of protection” (art. 25(1)). In order to assess what constitutes an “adequate

level of protection” the Commission takes into account the following factors:

21 Article 29 Working Party “Opinion on the definition of consent”, p. 9.
22 Article 29 Working Party “Advice paper on special categories of data (sensitive data)”, p. 11.

£
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* the nature of the data;

* the purpose and duration of the proposed processing operations;

* the country of origin and of final destination;

* the legal rules in the third country, both in general and in regard to data
protection; and

* the professional rules and security measures in place (art. 25(2)).

Notice and Disclosure

Personal data should be processed fairly and lawfully. ‘Fairness’ means that
the person concerned should get reliable information on the processing of
his or her personal data. The data controller is responsible to provide infor-
mation to the person whose data is processed as well as the supervisory
authority. This applies both when personal information is collected directly

from the person and when obtained otherwise.

Notice to the individual

Transparency is widely regarded as a core principle regarding processing
personal data. The right of a ‘data subject’ to information is mirrored by
the obligation of the controller to provide certain mandatory information to
the person concerned. According to article 10 and 11 of the Directive, this
information should include the identity of the controller, the purpose of the
processing, the recipients or categories of recipients of the data, whether
providing information is obligatory or voluntary (including an explanation
of the consequences of failure to provide the information), the right to ac-
cess to personal data and to correct them, and any further information “in
so far as such further information is necessary” (art. 10). When personal
data are collected from third parties rather than directly from the individual,
the person concerned should be informed by the data controller at the mo-
ment their personal data is recorded. In the event that the controller intends
to share personal data with third parties, information should be given to the

individual prior to doing so (art. 11(1)).



There are a number of exemptions to the obligation to inform, for example,
when compliance with this obligation is impossible or requires a dispropor-
tionate effort for the controller, or when the recording or disclosure of per-

sonal data is necessary to comply with a specific and applicable provision
of law (art. 11(2)).

Notice to the supervisory authority

Except where national law provides an exemption, controllers must provide
the relevant DPA with the following information prior to any processing op-
eration (art. 18 and 19):

* the name and address of the controller;

* the purpose(s) of the processing;

* a description of the category or categories of persons affected, and of
the data relating to them;

* the (categories of) recipients to whom the data may be disclosed;

* any proposed transfers to third countries; and

* a general description of the measures taken to ensure the security of
processing.

The DPA should keep a register of the processing operations of which it is
notified. This register must be made available for inspection by any person
(art. 21). This provision aims at guaranteeing transparency of the data pro-
cessing activities carried out within a Member State. In addition, it gives
individuals the possibility to be informed and to enforce their privacy rights
under the applicable data protection legislation.

Access to personal data
The right of access enables individuals to supervise the processing of their

personal data. According to article 12 of the Directive, they have the right
to obtain information as to whether or not their personal data is being pro-
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cessed, the purpose of such processing, the source and content of the data
concerned, and to whom the data are disclosed. They also have the right
to correct, erase, or block the transfer of inaccurate or incomplete data.
Moreover, it must be made possible to exercise one’s privacy rights in an
easy manner without constraints, at reasonable intervals of time, and with-
out excessive delays or expenses. In addition, individuals have the right to

object at any time to the processing of data relating to them (art. 14(a)).

The right to access, to correct and to object are expressed in general terms
and do not specify the ways in which individuals can actually exercise these
rights. Nor does the Directive impose any deadlines for responding to re-
quests by data subjects or offer any indication or guidelines for fees that
may be requested relating to the rectification, erasure and blocking of per-
sonal data.?® Article 13 defines the circumstances under which the data
subject’s rights may be exempted or restricted, notably to safeguard na-
tional security, national defence, public security, the prosecution of criminal
offences, an important economic or financial interest of a Member State or
of the European Union, or for the protection of the data subject or the rights

and freedoms of others.

Accountability

As mentioned above, the Directive requires each Member State to set
up a supervisory authority in the form of an independent Data Protection
Authority (DPA) to monitor the application of its data protection law (art.
28). The European Court of Justice (ECJ) has clarified the understanding
of ‘independent’ in relation to DPAs as incompatible with being subject to
State oversight.?* Supervisory authorities must be endowed with investiga-
tive powers as well as effective powers of intervention, such as powers to
order blocking, erasure or destruction of data, or to impose a temporary or

permanent ban on processing (art. 28(3)).

23 European Commission Impact Assessment, Annex 2, p. 32.

24 ECJ, Case C-518/07, European Commission v. Federal Republic of Germany, Judgment of 9 March
2010.



Right to be forgotten

The right to be forgotten refers to the right of any person to have their
data no longer processed and deleted when they are not needed any-
more for the original purpose or another legitimate purpose. It is indirectly
supported by the current Data Protection Directive which requires data
controllers to delete personal data when they are no longer required for

legitimate purposes (art. 6).

The Directive also provides for an active enforcement mechanism granting
individuals the right to request information from the data controller regard-
ing if and which personal data are being processed in relation to them.
Also, an individual can demand the rectification, erasure or blocking of
data in cases where, for example, the information is no longer accurate, he
or she withdraws their consent, or because the period of reasonable stor-
age has been exceeded (art. 12). In practice, however, it is difficult for an

individual to enforce this right.

Policy debates argue for a more prominent and explicit right to be forgotten.
Such a right has indeed been included in the proposed reform of the current

legal framework on data protection.?

Scope of application
Article 1(1) of the Data Protection Directive explains the scope of application:

In accordance with this Directive, Member States shall protect
the fundamental rights and freedoms of natural persons and in
particular their right to privacy with respect to the processing of

personal data.

25 In 2012 the Commission adopted a package for reforming the European data protection
framework including a proposal for a new Regulation (COM(2012)11 final) and Directive
(COM(2012)10 final).
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The Directive applies to natural persons, that is, to human beings. The right
to protection of personal data is universal and not restricted to nationals
or legal residents of a certain country.?® Recital 2 of the Data Protection
Directive is explicit on this point, stating that: “[D]ata processing systems are
designed to serve man” and “must, whatever the nationality or residence of

natural persons, respect their fundamental rights and freedoms”.?”

Member States’ legislation outlines more precisely the concept of personal-
ity, understood as the capacity to be the subject of legal relations, starting
with the birth of the individual and ending with his death. Personal data are
therefore data relating to identified or identifiable living individuals. Thus,
the Directive is in principle not applicable to information related to individu-

als who are no longer living.?®

The Directive governs electronic (digital) data, as well as written and oral
communications. It applies to data processed both by automated means,
such as a digitised customer database, as well as by manual systems, for
example, where the data forms part of a paper filing system or are intended

to form part of such system.?*

A number of provisions contain a degree of flexibility, intended to strike

a balance between protection of the individual’s rights and the legitimate

interests of data controllers, third parties and the public interest.*°

26 Article 29 Working Party “Opinion on the concept of personal data”, p. 21, ec.europa.eu/justice/
policies/privacy/docs/wpdocs/2007 /wp136_en.pdf.
27 Directive 95/46/EC , Recital (2).

28  Article 29 Working Party “Opinion on the concept of personal data”, p. 22. However, according
to the Working Party, the data of deceased may still indirectly receive protection in certain cases,
e.g. when it is not possib\e for the data controller to ascertain whether the person to whom the data
relate is still living or dead, or in cases where the information on dead individuals may also refer
to living persons (e.g. medical conditions). Information on deceased persons may be subject to
specific protection granted by sets of rules other than data protection legislation, e. g. the obligation
of confidentiality of medical staff does not end with the death of the patient.

29 Article 3(1) Data Protection Directive. For example, the traditional paper files, such as a card file
with details of clients.

30 Article 29 Working Party Opinion on the concept of personal data, p.5.


ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf
ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf

International organisations

The Directive applies to the public and private sectors, including non-
governmental organisations (NGOs), intergovernmental organisations
(IGOs) and businesses.?' In addition, the provisions apply to data control-
lers operating within the EU, and to international data controllers using
equipment located inside the EU for processing personal data. This is par-
ticularly relevant for international businesses and organisations owning
or using computing centres located within the European Community; they
must comply with the laws of the Member State(s) concerned and thus
indirectly with the Directive.

However, one of the problems related to cross-border data processing iden-
tified by the European Commission in its Communication on “A comprehen-
sive strategy on data protection in the European Union” (2010) is the lack
of clarity around jurisdiction. It is not always clear to either data controllers
and DPAs which Member State is responsible and which laws are applico-
ble when several Member States are involved. For example, when a multi-
national is established in different Member States, or when the data control-

ler is not established in the EU but provides its services to EU residents.?

Limitations
The Data Protection Directive does not apply in two contexts:

* when activities are outside the scope of EU law. This includes “pro-
cessing operations concerning public security, defence, State security

(including the economic well-being of the State when the processing

31 European Commission Impact Assessment, Annex 1, p. 10.

32 European Commission Communication on “A comprehensive strategy on data protection in the
European Union”, Brussels, p. 11. As reasons for the Communication the Commission indicates
inter alia the increased risks to privacy and the protection of personal data associated with on-
line activities (think e.g. of social networking sites and cloud computing) and the fact that the
means of collecting of personal data has become increasingly sophisticated and less eas-
ily detectable (COM(2010)XXX final). http://www.statewatch.org/news/2010/oct/eu-com-draft-
communication-data-protection.pdf.


http://www.statewatch.org/news/2010/oct/eu-com-draft-communication<00AD>-data-protection.pdf
http://www.statewatch.org/news/2010/oct/eu-com-draft-communication<00AD>-data-protection.pdf

operation relates to State security matters) and the activities of the

State in areas of criminal law”33.

* When the data processing is a “purely personal or household activity”34.
For example, such activities as creating a digital spread sheet of names
and addresses for mailing birthday party invitations or graduation an-

nouncements.

In addition, Member States are required to provide exemptions for “pro-
cessing carried out solely for journalistic purposes”, and where necessary
to reconcile freedom of “artistic or literary expression” with privacy.?®

Third countries

An important feature of the Directive is the restrictions it places on the trans-
fer of personal data to countries outside the EU in order to counteract data
processing operations being moved outside of the EU to avoid compliance
with its rules. Article 25(1) of the Data Protection Directive states:

The Member States shall provide that the transfer to a third coun-
fry of personal data which are undergoing processing or are in-
tended for processing after transfer may take place only if [...] the

third country in question ensures an adequate level of protection.*

Transfers to countries that do not meet the criteria for ensuring an ad-
equate level of protection are only allowed after the originating party
takes additional measures to ensure that the data is adequately protected
abroad. The DPAs of the EU Member States have the final authority to
forbid or permit transfers.*”

33 Article 3(2) Data Protection Directive.
34 lbid.
35 Article 9 Data Protection Directive.

36 Updated decisions on adequacy findings are published at http://ec.europa.eu/justice/data-pro-
tection/document/internationaltransfers/adequacy/index_en.htm.

37 Article 26(2) Data Protection Directive.


http://ec.europa.eu/justice/data-protection/document/international-transfers/adequacy/index_en.htm
http://ec.europa.eu/justice/data-protection/document/international-transfers/adequacy/index_en.htm

Sanctions

The Directive ensures compliance with its rules through procedural provi-
sions on liabilities, sanctions, judicial remedies, and supervisory authori-

ties.*® Violations may implicate two levels of liability:

First, violations may result in sanctions set out by the National DPA or a ju-
dicial authority. The Directive requires that each Member State establishes
sanctions for the infringement of its provisions.>” These sanctions may take the
form of fines and/or imprisonment. Second, violations may result in civil li-
ability to the individual whose rights are violated. The Directive requires that:

Member Stafes provide that any person who has suffered dam-
age as a result of an unlawful processing operation or of any act
incompatible with the national provisions adopted pursuant to
this Directive is entitled to receive compensation from the control-

ler for the damage suffered.*°

However, the legal system of various Member States effectively rules out the
possibility of successfully seeking compensation for a violation of data protec-
tion rights. Barriers include factors like the burden of proof, difficulties in the

quantification of damages and a lack of support from the supervisory bodies.*'

Sensitive data

Particularly interesting in relation to trafficked persons is the category of
‘sensitive data’. Both CoE Convention 108 and the Data Protection Directive
are based on the premise that certain categories of personal data present

a greater risk to a person’s private life than ‘regular’ personal data and

38 Chapter lIl of the Data Protection Directive.
39 Article 24 Data Protection Directive.
40 Article 23(1) Data Protection Directive.

41  European Union Agency for Fundamental Rights (FRA) “Data Protection in the European Union: the
role of National Data Protection Authorities. Strengthening the fundamental rights architecture in the EU

11" (2010), p. 8; http://fra.europa.eu/sites/default/files/fra_uploads/815-Data-protection_en.pdf.


http://fra.europa.eu/sites/default/files/fra_uploads/815-Data-protection_en.pdf

therefore require extra protection. Processing such data is subject to more
stringent restrictions. Article 8(1) of the Directive defines sensitive data as:

[D]ata revealing racial or ethnic origin, political opinions, reli-
gious or philosophical beliefs, frade union membership, and the
processing of data concerning health or sex life.

As a general rule the processing of sensitive data is prohibited, with limited
exceptions under certain circumstances and safeguards. For example, an
exception might be for medical reasons or the processing of data of its

members by an association or trade union.

Art. 8 Data Protection Directive - Sensitive data

1. Member States shall prohibit the processing of personal data
revealing racial or ethnic origin, political opinions, religious or philo-
sophical beliefs, trade-union membership, and the processing of
data concerning health or sex life.

2. Paragraph 1 shall not apply where:

a) the data subject has given his explicit consent to the proces-
sing of those data; or

b) processing is necessary for the purposes of carrying out the
obligations and specific rights of the controller in the field of
employment law in so far as it is authorized by national law
providing for adequate safeguards; or

c) processing is necessary to protect the vital interests of the data
subject or of another person where the data subject is physi-
cally or legally incapable of giving his consent; or

d) processing is carried out in the course of its legitimate activities
with appropriate guarantees by a foundation, association or
any other non-profitseeking body with a political, philoso-
phical, religious or trade-union aim and on condition that the
processing relates solely to the members of the body or to
persons who have regular contact with it in connection with its
purposes and that the data are not disclosed to a third party
without the consent of the data subjects; or



e) the processing relates to data which are manifestly made pu-
blic by the data subject or is necessary for the establishment,
exercise or defence of legal claims.

3. Paragraph 1 shall not apply where processing of the data is requi-
red for the purposes of preventive medicine, medical diagnosis, the
provision of care or treatment or the management of health-care
services, and where those data are processed by a health profes-
sional subject under national law or rules established by national
competent bodies to the obligation of professional secrecy or by
another person also subject to an equivalent obligation of secrecy.

4. Subiject to the provision of suitable safeguards, Member States may,
for reasons of substantial public interest, lay down exemptions in
addition to those laid down in paragraph 2 either by national law
or by decision of the supervisory authority.

5. Processing of data relating to offences, criminal convictions or security
measures may be carried out only under the control of official authori-
ty or of suitable safeguards provided under national law [...].

If none of the exceptions listed in article 8 apply and the person concerned
has not given his or her freely given, specific and informed consent, an ex-
ception on the prohibition of processing sensitive data is only justified when:

* it has a legal basis;
* is necessary for reasons of substantial public interest; and

* is subject to suitable safeguards.

As previously stated, the concept of personal data should be broadly in-
terpreted and includes any data relating to an identified or identifiable in-
dividual. Personal data can be directly or indirectly sensitive. An example
of directly sensitive data may be a register in which the ethnic background
of a person is registered. Indirectly sensitive data is data that is not directly
related to one of the categories of sensitive data, but by which sensitive
information can be deduced from the context of the recorded information,
for example, the records of a church community listing the names and

addresses of its members. These as such do not constitute sensitive data,



but within the context of a church they indirectly reveal data about the

religious belief of the persons concerned.

Does the concept of ‘sensitive data’ apply
to data on trafficked persons??

The interesting question is, of course, whether data on trafficked persons
fall within the category of ‘sensitive data’, as defined by the Data Protec-
tion Directive. This is especially important given the increasing focus on
data collection not only of offenders but also of (presumed) victims. Moreo-
ver, under the influence of harmonising data collection procedures in the
EU and the OSCE region, streamlining cross-border assistance of trafficked
persons, the development of transnational referral mechanisms and in-
creasing cross-border police cooperation, personal data of trafficked per-
sons are stored by a growing range of governmental, intergovernemental

and non-governmental organisations.

In many cases this regards sensitive personal data which may expose the traf-
ficked person to the risk of retaliation by their traffickers, prosecution or pun-
ishment by the authorities in countries where prostitutes are criminalised, and
possible social exclusion. This makes the question as to whether or not data

on trafficked persons should be qualified as sensitive data highly relevant.

The concept of ‘sex life’

Considering the sensitive data listed under Article 8(1), it is obvious that
the category of data concerning a person’s sex life may be very well ap-
plicable to data on persons trafficked for the sex industry. This raises the

question what must be understood under ‘sex life’ in the sense of article

42 The chapter on sensitive data is based on legal research carried out by Van der Feltz advocaten
(W.1. Koelewijn & R.L. de Graaff), at the request of the Dutch Association of Women and Law. The
research examined the compatibility of the 2009 proposed legislation reform, calling for manda-
tory registration of sex workers, with the Data Protection Directive and its imp|ementolion under
Dutch law (Wet bescherming persoonsgegevens (Wpb)).



8(1) of the Directive. The concept of ‘sex life’ is not defined or explained
in the Directive. Neither is there jurisprudence of the EU Court of Justice
(ECJ) providing for the interpretation of the concept. The jurisprudence of
the European Court of Human Rights (ECrtHR), however, does provide
some guidelines. The ECrtHR has judged in several cases that sexuality
is part of the most intimate aspects of an individual’s privacy, meaning
that only especially serious reasons can justify interference by the govern-
ment.** In countries where prostitution is recognised as work it could be
argued that data on the fact that a person works or worked in prostitution
cannot be considered as data on a person’s ‘sex life’, as it refers to a per-
son's professional sex life and not to his or her private sexual preferences

or sexual orientation.*

However, such a distinction between a person’s professional and private life
is not supported by either ECJ or ECrtHR jurisprudence. In this respect the
ECJ follows the case law of the ECrtHR:

» It is of no relevance in this respect that the data published con-
cems activities of a professional nature [...]. The European Court
of Human Rights has held on this point, with reference to the inter-
prefation of Article 8 of the Convention, that the term ‘private life’
must not be interpreted restrictively and that ‘there is no reason
of principle to justify excluding activities of a professional nature

from the notion of ‘private life’ (Schecke & Eifert).*

The ECrtHR has always interpreted the notion of “private life” in a broad
way. An example is the case Niemietz v. Germany, in which the ECrtHR

clearly sets out this line:

43 ECrtHR 22 October 1981, Application no. 7525/76, Dudgeon v. The United Kingdom; ECrtHR 22
October 1988, Application No. 10581/83, Norris v. Ireland.

44 This reasoning would, of course, be even more questionable in the case of persons forced into
prostitution against their will.

45 EU Court of Justice, C-92/09 and C93/09 of 9 November 2010 (Schecke & Eifert), § 59; see also
see also EU Court of Justice, C-456/00, Osterreichischer Rundfunk and Others, §§ 73 and 74; EU
Court of Justice, 8 November 2007, T-194/04, Bavarian Lager Co. Ltd; and ECrtHR 16 December
1992, Application No. 13710/88, Niemietz v. Germany, § 29.
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There appears [...] to be no reason of principle why this under-
standing of the notion of “private life” should be taken to exclude
activities of a professional or business nature since it is, affer all,
in the course of their working lives that the majority of people
have a significant, if not the greatest, opportunity of developing
relationships with the outside world. This view is supported by
the fact that [...] it is not always possible to distinguish clearly
which of an individual’s activities form part of his professional or
business life and which do not. Thus, especially in the case of a
person exercising a liberal profession, his work in that context
may form part and parcel of his life to such a degree that it
becomes impossible to know in what capacity he is acting at a
given moment of time.

To deny the protfection of Arficle 8 on the ground that the
measure complained of related only to professional activities -
as the Government suggested should be done in the present
case - could moreover lead to an inequality of treatment, in
that such profection would remain available to a person whose
professional and non-professional activities were so infermingled
that there was no means of distinguishing between them.*®

It must therefore be concluded that the distinction between one’s profes-
sional and personal sexual life is at odds with the case law of the EU Court
of Justice and the ECrtHR. Both courts see no reason for such distinction
between professional and personal activities, especially not when they are
strongly interwoven. It follows that both one’s personal and professional sex
life should be understood as falling within the meaning of ‘sex life" under
article 8(1) of the Directive. On the question as to whether or not something
constitutes an infringement of privacy, the fact that it concerns a person’s
professional life is therefore irrelevant.

This also bears on the issue of (mandatory) registration of sex workers im-

plemented in some EU Member States. Particular relevant in this context is

46 ECrtHR, 16 December 1992, Application No. 13710/88, Niemietz v. Germany, § 29.



the judgement of the ECrtHR in the case of Khelili v. Switzerland, in which
it held that registering the plaintiff, a French woman, as a “prostitute” and
maintaining this data in the Geneva police database for 15 years consti-

tuted a violation of her right to respect for private and family life under
article 8 of the ECHR:

In the present case, the court assesses that the storage of data
about the plaintiff concerning her working life, which is part of
her private life, contradicts Article 8 of the Convention, because
it concerns personal data of an identified or identifiable individu-
al. Even though the term “prostitute” was deleted from the police
databank and replaced by the term “seamstress”, it nonetheless
survived in the dafa on numerous cases before the courts of the
Canton of Geneva.*’

An additional factor in this case was the court’s finding that the allegation of
unlawful prostitution appeared to be too vague and general, and was not
supported by concrete facts. Further, Ms. Khelili had never been convicted

of ‘unlawful prostitution” under Swiss law.

Conditions for making an exception on the general
prohibition on the processing of sensitive data

According to article 8(4) the processing of sensitive data is subject to a
stricter regime. It must be:

* necessary for reasons of substantial public interest;
* subject to the provision of suitable safeguards; and
* have alegal basis.*®

47 ECriHR of 18 October 2011, Application No 16188/07, Khelili v. Switzerland, § 56 (only available
in French). See for the press release (in English and French) http://hudoc.echr.coe.int/sites/eng-
press/pages/search.aspx2i=003-3714372-4232718#{"itemid":["003-3714372-4232718"]}

48  Either under national law or by decision of the supervisory authority.


http://hudoc.echr.coe.int/webservices/content/pdf/003-3714372-4232718
http://hudoc.echr.coe.int/webservices/content/pdf/003-3714372-4232718
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Whether the processing of sensitive data is justified by reasons of substantial
public interest must be reviewed on a case-by-case basis. However, the cri-
teria for such assessment can be deduced from Article 8(2) ECHR and the

related jurisprudence from the ECrtHR:#?

* The processing of sensitive data must serve a legitimate aim;

* The means (i.e. the processing of sensitive data) must be proportional to
the aim (principle of proportionality);

* There must be no other less severe means to achieve the aim (principle

of subsidiarity).

This means that also when a substantial public interest exists, it must be de-
termined if the processing of sensitive data is also necessary in light of this
interest (‘necessity test’). That is: the means (i.e. the processing of sensitive
data) must be suitable to achieve the aim, it must be proportional to the
aim and there should be no less severe means available with which the aim
could also be achieved. Also the Working Party identified a need to clarify
the condition “for reasons of substantial public interest”*°. It recommends
taking Art. 52 (1) of the EU Charter of Fundamental Rights as a model and
to allow for the processing of sensitive personal data only if provided for
by a legal act which clearly sets out the aims and grounds, including the
substantial public interest at stake, for the processing of such data.

In addition to the condition of a substantial public interest, suitable safe-
guards should be provided. The suitability of these safeguards is dependent
onthe circumstances of the case at hand. The question whether a safeguard
is in fact ‘suitable’ will be variable over time, for example, in relation to tech-
nological developments regarding data security. The ECrtHR sets a higher
standard of (legal) safeguards for the protection of privacy in relation to
processing sensitive data.®' These include, among others, guarantees that

49 Seee.g. ECrtHR, 4 December 2008, Application No 30562/04 and 30566,/04, S. and Marper v.
United Kingdom; ECrtHR, 18 May 2010, Application No 26839/05, Kennedy v. United Kingdom.

50 Article 29 Working Party “Advice paper on special categories of data (sensitive data)”, p. 11.

51 Seee.g. ECrtHR, 4 December 2008, Application No. 30562/04 and 30566/04, S. and Marper v.
United Kingdom; and ECrtHR, 20 January 2010, Application No. 20689/08, W. v The Netherlands.



no more data than strictly necessary are registered, limitations in regard
to the retention period of the data, and duty to confidentiality provisions.
Moreover, it should be laid down by law who is responsible for the process-

ing of the data and who has access to the data.

Conclusion

It can be concluded that at least data on trafficked persons’ involvement in
prostitution should be qualified as “sensitive data”. This implies that strict
conditions on the processing of such data must be met in order to justify an
exception on the general prohibition on the processing of sensitive data. It is
questionable if in practice these conditions are met in all cases where data

on trafficked persons are collected, retained, and exchanged.

When it comes to persons trafficked for purposes other than the sex industry,
it is less clear whether personal data gathered in these cases also should be
qualified as ‘sensitive data’ and thus be dealt with under a stricter regime.

This needs more research.

However, no matter in which industry trafficked persons were exploited,
the collection and processing of data regarding their health and ethnic
background could be similarly argued to constitute ‘sensitive data’ with

the consequences entailed.

Summary

The Data Protection Directive provides for a set of rights for individuals,
such as the right to access, rectify, block and delete their own data, as
well as the right to receive information for what purposes and by whom their
data are processed. It also provides judicial remedies as well as the right
to receive compensation for damage suffered. These rights are, however,
expressed in general terms and it is not clearly specified how they can actu-

ally be exercised.
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Moreover, as noted by the European Commission in its 2012 Impact As-
sessment?, fragmentation and inconsistent implementation and enforcement
mean that rights vary among the different Member States, and often individu-
als are neither aware nor in control of what happens to their personal data
and as a result fail to exercise their rights effectively. Such issues have led
to proposals for a new EU framework for data protection. In regard to the
protection of data of trafficked persons, it should be noted that the Directive
applies to both the public and private sector, including international and

intfergovernmental organisations, NGOs, and (commercial) businesses.

Of particular interest is the potential for greater protections for persons traf-
ficked for prostitution. It may be argued that data on persons trafficked for
prostitution should be classified as ‘sensitive data’, and thus subject to a
stricter regime. This has consequences for the collection, retention and ex-
change of data on trafficked persons®® without their informed and freely

given consent, for example, in the framework of international referrals.

Council of Europe Data Protection
Convention (Convention 108)

Overview of relevant provisions

The Convention for the Protection of Individuals with regard to automatic
processing of personal data, also known as Convention 108, was adopted
by the Council of Europe in 1981. It was the first legally binding interna-
tional instrument adopted in the field of data protection designed:

[To secure [...] for every individual [...] respect for his rights and
fundamental freedoms, and in particular his right to privacy, with
regard fo automatic processing of personal data. (art.1)

52 European Commission Impact Assessment SEC(2012)72 final, Annex 2, p. 21; http://ec.europa.
eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf.

53  Other than in the context of police and judicial cooperation in criminal matters.


http://ec.europa.eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf
http://ec.europa.eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf

Convention 108 sets out minimum standards aimed at protecting individuals
against abuse of their personal data, and it regulates the transborder flow
of personal data. According to article 11, parties to the Convention may set
higher standards at the national level.>* Currently the Convention has been
ratified by forty-four Member States of the Council of Europe, including all EU
Member States.>> As the Convention is also open to non-Member States, other
third countries are likely to ratify in the future. In 2012 the Council of Europe
and the Convention’s Consultative Committee began a process to update this

legal instrument with two main objectives:

* to address privacy challenges resulting from the use of new internet and
communication technologies (ICTs); and

* to strengthen the Convention’s follow-up mechanism.

Scope of application

Although Convention 108 is the precursor of the Data Protection Directive
and may be assumed to have a similar focus and scope of application,
there are some major differences.

To date, the Convention still remains the only binding international legal
instrument in the field of data protection with a worldwide scope of applica-
tion, open to any country, including countries which are not Members of the
Council of Europe. The Convention protects against privacy intrusions by
public and private authorities whether offline or online. Contrary to the Data
Protection Directive, it also covers activities in the areas of defence, national
security or law enforcement. It is important to note that the definition of auto-
matic processing in Convention 108 does not include the collection of data.

The only provision applying to the collection of personal data is Article 5(e)

54 According to paragraph 48 of the Explanatory Report to Convention 108, the contracting parties
to the Convention may set higher standards of protection for additional categories of data “de-
pending on the legal and sociological context in the country concerned”; http://conventions.coe.
int/Treaty/en/Reports/Html/108.htm.

55 Status as of 8 March 2013. For an overview of the Member States: http://conventions.coe.int/
Treaty/Commun/ChercheSig.aspNT=108&CL=ENG.
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which states that personal data undergoing automatic processing should be
“obtained and processed fairly and lawfully”, be “adequate, relevant and

. " " "
not excessive”, and “accurate”.

Principles and conditions for processing data

The main provision on data quality is article 5, which is comparable to arti-

cle 6 of the Data Protection Directive, but has a more limited scope.

Article 5 Convention 108 - Quality of data
Personal data undergoing automatic processing shall be:
a) obtained and processed fairly and lawfully;

b) stored for specified and legitimate purposes and not used in a
way incompatible with those purposes;

c) adequate, relevant and not excessive in relation to the purpo-
ses for which they are stored;

d) accurate and, where necessary, kept up to date;

e) preserved in a form which permits identification of the data
subjects for no longer than required for the purpose for which
those data are stored.

However, article 9(2) of the CoE Convention, allows for wide-ranging ex-
ceptions, including the possibility for Member States to derogate from the
provisions regarding quality of data (art. 5), sensitive data (art. 6) and ad-

ditional safeguards for data subjects (art. 8):

[W]hen such derogation is provided for by the law of the Party

and consfitutes a necessary measure in a democratic society in

the interests of:

a) protecting Stafe security, public safety, the monetary interests
of the State or the suppression of criminal offences,

b) protecting the data subject or the rights and freedoms of others.



Sensitive data

Similar to the Directive, Convention 108 contains specific provisions on the

processing of sensitive data. Article 6 on special categories of data states:

Personal data revealing racial origin, political opinions or reli-
gious or other beliefs, as well as personal data concerning
health or sexual life, may not be processed automatically unless
domestic law provides appropriate safeguards. The same shall

apply to personal data relating to criminal convictions.

With the exception of the categories ethnic origin, philosophical beliefs,
trade-union membership and personal data relating to criminal convictions,
the Convention covers the same type of sensitive data as Article 8 of the
Data Protection Directive. The Convention does not further define the various
categories of special data nor what constitutes “appropriate safeguards”,
thus leaving the parties significant discretion. The exceptions of article 9(2)
also apply to sensitive data.

Sanctions

The Convention requires Member States to embody its principles in domestic
low and establish appropriate sanctions and remedies for violations of these
principles (art. 10). Such sanctions and remedies can be of differing nature (civ-
il, administrative or criminal), depending on the specific situation in each of the
States. There is no requirement for additional mechanisms such as a supervisory
authority, nor does it oblige contracting parties to establish institutional mecha-
nisms for the independent investigation of complaints. To remedy these weak-
nesses an additional protocol entered into force on 1 July 2004 which requires
parties to set up a supervisory authority, exercising its functions in complete in-
dependence, as an essential element of the effective protection of individuals.>®

56 Additional Protocol to the Convention for the Protection of Individuals with regard to Automatic Process-
ing of Personal Data, regarding supervisory authorities and transborder data flows (CETS No.: 181).
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3. THE CONCEPT OF 'SENSITIVE DATA" AND
MANDATORY REGISTRATION OF SEX WORKERS
AS AN ANTI-TRAFFICKING MEASURE:

THE CASE OF THE NETHERLANDS*”

This chapter will look into a concrete example of the application of ‘sensitive
data’ by discussing the case of mandatory registration of sex workers in the
Netherlands. In 2009 a new Bill on prostitution was submitted to the Dutch
Parliament, partly justified by the wish to combat trafficking. As part of a wider
range of measures, the Bill infroduced mandatory registration of sex workers

and the criminalisation of unregistered sex workers and their clients.

While the formal aim of the Bill was to facilitate control and enforcement in
the sex sector, it was argued that mandatory registration would help to com-
bat trafficking by providing insight into who were working as prostitutes and
where they were working. In addition, according to the minister, registration
would provide for a ‘contact moment’ with sex workers so that victims might
be identified and sex workers could be informed about their rights and the

possibilities to access support services.

The Bill met with massive resistance from sex workers, service providers, ex-
perts, academics, and others working in the field of sex work and trafficking.
Apart from the fact that almost no one believed that mandatory registration
would help to combat trafficking, it was also obvious that a national register

of sex workers would be extremely privacy sensitive.

This raised the question as to whether mandatory registration of sex workers
would fall under the prohibition on the processing of data concerning some-
one’s sex life (article 8 Data Protection Directive; article 16 Dutch Personal
Data Protection Act®8).

57 This chapter is based on the legal research carried out by Van der Feltz advocaten (W. 1. Koelewijn
& R.L. de Graaff), commissioned by the Dutch Association of Women and Law (VVR), on the
compatibility of the 2009 Bill on mandatory registration of sex workers with the Data Protection
Directive and its corresponding provisions in Dutch law.

58 Wet bescherming persoonsgegevens (Wbp). The Wbp is the transposition of the Data Protection
Directive; its provisions should therefore be interpreted in conformity with the Directive.



According to the advice of the Council of State®” this was the case. This would
imply that in order to justify mandatory registration it should be necessary for
reasons of substantial public interest, suitable safeguards should be provided
to protect private life and it should have a legal basis. In the opinion of the
Council of State the aim of facilitating control and enforcement was not in pro-
portion to the proposed means, that is a general obligation for sex workers to
register. Consequently, the Council of State held that the Bill would not stand

the ‘necessity test’, nor was there a ‘substantial public interest’.

The Dutch Minister of the Interior, however, set aside the critique of the
Council of State arguing that sex work should be regarded as work and
that therefore the prohibition of article 16 of the Dutch Data Protection Act
(the transposition of article 8 Directive) was not applicable. According to
his opinion data on the fact that a person worked in prostitution could not
be considered as data on someone’s ‘sex life’, as it referred to the person’s
professional (sex) life and not to his or her private sex life, sexual prefer-

ences or sexual orientation.

It thus became important to investigate how the concept of ‘sex life” was
interpreted in EU law and whether there was justification for making a dis-

tinction between a person’s private and professional sex life.

As previously noted ‘sex life’ is neither defined nor explained in the Direc-
tive or its preamble. Nor does the jurisprudence of the EU Court of Justice
(ECJ) provide for the interpretation of the concept of ‘sex life’. However, the
ECrtHR has judged in several cases that sexuality is part of the most intimate
aspects of someone’s privacy, which means that in a democratic society

only especially serious reasons can justify interference of the government.®

Moreover, both the case law of the ECJ and the ECrtHR do not support the
distinction between a person’s professional and private life. In this regard

59 Raad van State, No.W04.09.01 50/1, 11 September 2009. The Council of State is an advisory
body to the government.

60 ECrtHR, 22 October 1981, Appl. No. 7525/76, Dudgeon v. UK; ECrtHR, 26 October 1988,
Appl. No. 10581/83, Norris v. Ireland.
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the ECJ refers to the ECrtHR, which held in several cases that “the term ‘pri-
vate life’ should not be interpreted restrictively” and that “there is no reason
of principle to justify excluding activities of a professional or business nature
from the notion of ‘private life’”®". This especially applies in the case of a
person exercising a liberal profession where “professional and non-profes-
sional activities [are] so intermingled that there [is] no means of distinguish-

ing between them”42. This was confirmed in the previously discussed case

of Khelili v. Switzerland.®®

In addition, at the time of the adoption of the Dutch Personal Data Protection
Act in 1999, the then Minister of Justice had answered on the question as

to whether the notion of ‘sex life’ also covered, for example, promiscuity:

» Promiscuity, or the question if people go on a regular basis to the
Red Light District, falls under sex life. This is therefore not the same

as sexual orientation.®*

It was difficult to maintain that visiting a sex worker would qualify as sensi-
tive data while working as a sex worker would not. Furthermore, it followed
from Dutch case law that it is the nature of the data rather than the aim for
which the data is processed that is decisive in determining whether the

data is ‘sensitive’.®

It could therefore be concluded that the distinction between one’s profes-
sional and personal sex life, made by the Minister, would not stand the test
of both the ECJ and the ECrtHR. This forced the Minister of Justice to admit
that the distinction between the professional and private life of sex work-

ers could not be maintained, and that, contrary to his previous statement,

61  EU Court of Justice, C-92/09 and C93/09 of 9 November 2010, Schecke & Eifert, § 59; see also
EU Court of Justice, C-456,/00, Osterreichischer Rundfunk and Others, §8§ 73 and 74; EU Court of
Justice, 8 November 2007, T-194/04, Bavarian Lager Co. Ltd; and ECrtHR 16 December 1992,
Application No. 13710/88, Niemietz v. Germany, § 29.

62 ECrtHR 16 December 1992, Application No. 13710/88, Niemietz v. Germany, § 29.
63 ECrtHR of 18 October 2011, Application No. 16188/07, Khelili v. Switzerland, § 56.
64 Kamerstukken Il 1998-1999, 14 781, nr. 8, p. 23.

65 Hoge Raad, 23 March 2010, LUN BKé6331.



registration of sex workers indeed concerned the processing of sensitive
data and thus fell under the general prohibition of article 16 of the Dutch
Personal Data Protection Act.

The next question was whether the conditions for an exception to this prohibi-
tion could be satisfied. According to article 23 (1) sub f of the Dutch Personal
Data Protection Act (article 8 Directive), an exception on the general prohibi-
tion to process sensitive data is only justified under strict conditions. In line
with the Directive it must be necessary for reasons of substantial public inter-

est, subject to the provision of suitable safeguards and have a legal basis.®

Following Dutch case law, the question as to whether or not there is a legiti-
mate aim justifying processing sensitive data, must be judged in light of the
nature, seriousness and extent of the problem that it aims to solve.*” If there
is indeed a substantial public interest, then a further determination must be
made as to whether the processing of sensitive data is also necessary in light
of this interest. In the context of this ‘necessity test’ it follows from European
jurisprudence - as discussed in the previous chapter - that the means (i.e.
the processing of sensitive data) must be suitable to achieve the aim, that
they must be proportional to the aim and that there should be no less severe

means available with which the aim could also be achieved.

To assess whether an exception could be legitimised by “reasons of sub-
stantial public interest”, one had to look at the aims of the Bill. Despite the
rhetoric about combating trafficking, the aim of the Bill, in the end, boiled
down to “to regulate prostitution and sex businesses” and “to facilitate
control and enforcement”. It was highly doubtful whether this aim justified
a serious violation of the privacy of all sex workers in the Netherlands.
This led to the question whether registration was proportional to the aim.
Significantly, the Bill lacked motivation in regard to the nature, seriousness
and extent of abuses in the sex sector, which would constitute such a seri-

ous public interest that it would justify the violation of sex workers’ right to

66  Either by national law or by decision of the supervisory authority.
67 Seee.g. ABRvS 3 September 2008, LJN BE9698.



privacy. In addition, there were other, more effective means available to
achieve the aims of the Bill which would constitute a less invasive violation
of the privacy of sex workers. For example, intensifying monitoring of sex
businesses rather than individual workers and expanding outreach ser-
vices to sex workers in order to establish contacts and provide them with

information and assistance.

An important factor underlining the doubts about the effectivity, suitability
and proportionality of mandatory registration was the fact that a large num-
ber of NGOs, sex workers, service providers, jurists and other professionals
expressed their concerns about potential adverse effects, such as sex work-
ers shifting into the unregulated, illegal sex sector and disappearing out of

sight of health and other service providers. This concern was reflected in the
2010 Concluding Observations of the CEDAW Committee:*®

» 30. The Committee is concerned that the new bill on prostitu-
fion in the Netherlands making the registration of prostitutes
compulsory may lead the majority of prostitutes to work ille-
gally. Among those prostitutes are migrant women from third
countries who will not have the possibility of registering. The
Committee is therefore concerned that the law, rather than
improving the situation of prostitutes, might on the confrary un-
dermine efforts to combat the sexual exploitation of women
and increase the vulnerability of prostitutes who are not able
or not willing to register by worsening their working condi-
fions and exacerbating their social exclusion. The Committee
expresses concern that this new legislation may also create
serious risks for registered prostitutes’ privacy and safety.

31. The Committee urges the State Party to carefully conduct a
risk assessment of the new law, including from the perspec-
five of privacy, in consultation with concerned groups and rel-
evant organizations before adopting it. The Committee also

68 Concluding Observations of the Committee on the Elimination of Discrimination against Women,
The Netherlands, CEDAW/C/NLD/CO/5, 5 February 2010, p. 7-8. The concerns expressed by
the Committee followed the concerns in the shadow report submitted by the Dutch NGOs.



calls upon the Netherlands to provide more comprehensive
and concrefe information in its next periodic report on the
measures taken to improve the working conditions of prosti-
tutes and to enhance their aufonomy, privacy and safety.

Other arguments were the lack of suitable safeguards for the protection of
the privacy of sex workers, keeping in mind the high level of standards the
ECrtHR sets in the case of sensitive data.®?

Finally, if the registration data would also be accessible for police, its pro-
cessing would be subject to the regime of the Police Act. Since other rules
apply to police data in regard to retention duration and processing possibil-
ities, registration raised the risk that data on sex workers would be retained
in police databases despite duration provisions in the Data Protection Act
and the Bill for the removal of personal data from the central database.
Moreover, the Police Act allows for the exchange of data with other police
forces and third parties, including foreign police forces. The latter might put
migrant sex workers at risk when returning to their home country, especially

in cases where their national law criminalised sex workers.

In July 2013, following serious objections of the first Chamber of Parliament
(Senate) against the mandatory registration of sex workers, the Minister
was forced to withdraw the Bill.

69 Seee.g. ECrtHR, 4 December 2008, Application No. 30562/04 and 30566/04, S. and Marper
v. United Kingdom; and ECrtHR, 20 January 2010, Application No. 20689/08, W. v The Nether-
lands.
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4. SPECIFIC DATA PROTECTION PROVISIONS IN
ANTI-TRAFFICKING LEGAL INSTRUMENTS

This chapter explores existing data protection and privacy rights provisions
in current European antitrafficking law, policy tools and other “soft law’
recommendations.

a. Council of Europe Convention on Action
against Trafficking in Human Beings

The Council of Europe Convention on Action against Trafficking in Human
Beings (hereafter “CoE Trafficking Convention”) states that all personal
data regarding trafficked persons shall be used in conformity with Conven-
tion 1087°, regardless of whether Member States have ratified.”

The provision on protection of private life is contained in Article 11 of the
CoE Trafficking Convention:

» 1. Each Party shall protect the private life and identity of victims.
Personal data regarding them shall be stored and used in
conformity with the conditions provided for by the Conven-
fion for the Protection of Individuals with regard to Automatic
Processing of Personal Data (CETS No. 108).

2. Each Party shall adopt measures to ensure, in particular, that
the identity, or details allowing the identification, of a child
victim of trafficking are not made publicly known, through the
media or by any other means, except, in exceptional circum-
stances, in order to facilitate the tracing of family members or

otherwise secure the well-being and protfection of the child.

70 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Datq,
also known as “Convention 108". This convention was the first legally binding instrument in the
data protection field and entered into force on 1 October 1985. It has been ratified by 44 Member
States of the Council of Europe, including all EU Member States.

71 CoE Convention on Action against Trafficking in Human Beings Explanatory Report, article 11:141;
http://www.conventions.coe.int/Treaty/EN/Reports/Html/197.htm.


http://www.conventions.coe.int/Treaty/EN/Reports/Html/197.htm

3. Each Party shall consider adopting, in accordance with
Article 10 of the Convention for the Protection of Human
Rights and Fundamental Freedoms as interpreted by the
European Court of Human Rights, measures aimed at en-
couraging the media to protect the private life and identity
of victims through self-regulation or through regulatory or

co-regulatory measures.

As stated in the Explanatory Report of the CoE Trafficking Convention,
the protection of trafficking victims' private life and identity is essential for
their physical safety, given the danger from their traffickers, as well as (on
account of the feelings of shame and the risk of stigmatization, both for
the victim and the family), to preserve their chances of social reintegration
in the country of origin or destination or into receiving countries.”? Private
life is also dealt with in Article 30 of the Convention”, which is concerned
with protection of victims’ private life and identity in the specific context of

judicial proceedings.

With regard to children, Article 11(2) provides for special protection meas-
ures to ensure that the identity or details allowing for the identification of
a child victim of trafficking are not made public. Under exceptional cir-
cumstances, releasing information about a child victim’s identity may be
justified in order to trace relatives or otherwise secure the wellbeing and
protection of the child. The Parties, however, are free to decide what meas-
ures they take to prevent this. Some countries impose criminal penalties for
publicly revealing any information that might lead to the identification of

victims of some offences.”

72 CoE Convention on Action against Trofficking in Human Beings Explanatory Report, article 11:138.

73 Article 30 - Court proceedings: In accordance with the Convention for the Protection of Human
Rights and Fundamental Freedoms, in particular Article 6, each Party shall adopt such legislative
or other measures as may be necessary to ensure in the course of judicial proceedings: a. the
protection of victims’ private life and, where appropriate, idemity; b. victims’ sofely and protec-
tion from intimidation, in accordance with the conditions under its internal law and, in the case
of child victims, by taking special care of children’s needs and ensuring their right to special
protection measures.

74 CoE Convention on Action against Trafficking in Human Beings Explanatory Report, article 11:143.
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Finally, article 11(3) prescribes Parties to adopt measures encouraging the
media to protect victims' private life and identity. To avoid undue interfer-
ence with media freedom of expression, it states that such measures must
accord with article 10 ECHR and must be for the specific purpose of protect-

ing victims’ private life and identity.

b. UN Protocol to Prevent, Suppress and
Punish Trafficking in Persons,
especially Women and Children

The Protocol to Prevent, Suppress and Punish Trafficking in Persons, especially
Women and Children, supplementing the United Nations Convention against
Transnational Organized Crime (UN Trafficking Protocol), is the first global le-
gally binding instrument with an agreed definition on trafficking in persons. The
UN Trafficking Protocol does not contain any provisions on data protection or
processing. Artficle 10 states only that “law enforcement, immigration or other
relevant authorities of State Parties shall, as appropriate, cooperate with one an-

other by exchanging information, in accordance with their domestic law [...]".

c. Directive 2011/36/EU of 5 April 2011 on
preventing and combating trafficking in
human beings and protecting its victims

Directive 2011/36/EU of 5 April 2011 on preventing and combating traf-
ficking in human beings and protecting its victims (Trafficking Directive),
provides binding legislation to prevent trafficking, to effectively prosecute
criminals, and to better protect the victims. Recital 33 of the Directive con-

firms its respect for fundamental rights and its observance of the principles:

» [Rlecognised in particular by the Charter of Fundamental Rights
of the European Union and notably [...] the protection of personal
data [...]." In particular, the Directive “seeks to ensure full respect for

those rights and principles and must be implemented accordingly.



5. DATA PROTECTION CHALLENGES IN
ANTI-TRAFFICKING POLICIES

The chapter discusses the applications of data protection law and antitraf-
ficking interventions for the purpose of practical adoption. In addition, it
suggests recommendations for antitrafficking stakeholders, with the main

focus on antitrafficking NGOs.

Overview

National Rapporteur and other data collection tools

Challenges * Data collection of trafficked per-
sons may include personal data

datACT recom-  * Setting standards for NGO cooperation
mendations * Advocacy to use only anonymous data

Identification of trafficked persons and access to support structures

Challenges * Registration and transfer of victims’ personal
data between countries of origin and destina-
tion, and between national agencies

datACT recom-  * Conducting Privacy Impact Assessment (PIA)
mendations * Avoiding the transfer of personal data to the possible extent
* Maintaining and advocating for a decentralised and
anonymous access services for trafficked persons

NGO service providers

Challenges * Internal ICT case documentation and man-
agement system may not be secure
* NGO counsellors may be forced to share personal data of
victims with law enforcement and prosecution personnel
* Victims’ rights as data subject may not be an in-
tegral part of the counselling process

datACT recom- ¢ Establishing secure ICT soft- and hardware in
mendations NGO counselling centres based on a PIA
* Advocating for stronger protection of the obligation to con-
fidentiality and the right to refuse to give evidence in court
* Introducing counselling modules on the right to privacy



5.1 National Rapporteur and other
data collection tools

Challenge: Data collection of trafficked persons may include
personal data

datACT recommendations:

- Setting standards for NGO cooperation with National Rapporteur or
Equivalent Mechanism

- Advocacy to share only anonymous data

During recent years, several data collection procedures were developed at
the national and global level in order to gain better understanding about the
trends and extent of human trafficking. The idea of a systematic and coordi-
nated collection mechanism of data on trafficking in human beings was devel-
oped within the framework of ‘The EU Hague Ministerial Declaration 1997":

» Provide or explore the possibilities for the appointment of no-
tional rapporteurs, who report to Governments on the scale, the
prevention and combating of trafficking in women. Develop cri-
teria for reporting on the scale, nature and mechanisms of traf-
ficking in women and the effectiveness of policies and measures
concering these phenomena. Encourage the cooperation of
national rapporteurs on a regular basis. (Art. 111.1.4)7

While this remained an optional tool for more than a decade in most legal
and political antitrafficking instruments in Europe, including the OSCE,
the EU and the CoE, in 2011 the establishment of a National Rappor-
teur or Equivalent Mechanism became mandatory for EU Member States.
Article 19 of the Directive 2011/36 EU binds Member States to take all

necessary steps in order to establish National Rapporteur Mechanisms or

75 The Hague Ministerial Declaration on European Guidelines for Effective Measures to Prevent and
Combat Trafficking in Women for the Purpose of Sexual Exploitation. Ministerial Conference under
the Presidency of the European Union, The Hague, 24-26 April 1997. www.legislationline.org.
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equivalent structures.”® Governments should seek cooperation with civil

society organisations for gathering all necessary data.

» Member States shall take the necessary measures to establish
national rapporteurs or equivalent mechanisms. The tasks of
such mechanisms shall include the carrying out of assessments
of trends in trafficking in human beings, the measuring of results
of antitrafficking actions, including the gathering of sfatisfics in
close cooperation with relevant civil society organisations active
in this field, and reporting. (Art. 19)77

In its comment on the Directive, the UN joint agencies state that data col-
lection should cover harmonised sex and age disaggregated data, based
on common definitions and a common understanding of key concepts, and

cover all forms of trafficking:

» [Wihile fully respecting the protection of the privacy of trafficked
persons and in accordance with the Directive on the Protection
of individuals with regard to the processing of personal data and

on the free movement of such data.”®

Political recommendations on data collection systems in Europe

Over the past decade there have been numerous recommendations, guide-
lines, and legal provisions calling for National Rapporteur structures or
equivalent mechanisms. The 2005 Council of Europe Convention on Action

against Trafficking in Human Beings encourages state parties to:

76 Directive 2011/36/EU of the European Parliament and of the Council of 5 April 2011 on prevent-
ing and combating trafficking in human beings and protecting its victims, and replacing Council
Framework Decision 2002/629/JHA.

77 Directive 2011/36/EU of the European Parliament and of the Council of 5 April 2011 on Prevent-
ing and Combating trafficking in human beings and protecting its victims, and replacing Council
Framework Decision 2002/629/JHA.

78  Prevent. Combat. Protect. Human Trafficking. Joint UN Commentary on the EU Directive - A Human
Rights-Based Approach, November 2011, p. 100; http://www.unhcr.org/4ee6215e9.html.
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» [Clonsider appointing National Rapporteurs or other mecho-
nisms for monitoring the anfirafficking activities of State insti-

tutions and the implementation of national legislation require-
ments. (Art 29(4))

It also requires from the state parties to protect the private life of victims
(Art.11(1)3). In 2006 the OSCE Ministerial Council published Decision
No.14, “Enhancing efforts to combat trafficking in human beings, including
for labour exploitation, through a comprehensive and proactive approach”,
urging participating States:

» [WIith the support of the OSCE structures and insfitutions if re-
quested, to improve research and the system of data collec-
fion and analysis, with regard to the confidentiality of data,
and where possible to disaggregate statistics by sex, age, and
other relevant factors as appropriate, in order to better assess
the character and scope of the problem and develop effective
and welltargeted policies on trafficking in human beings. To
this end, participating States are recommended to consider ap-
pointing National Rapporteurs or similar independent monitor-
ing mechanisms. (Art. 3)7

In 2008 the Alliance against Trafficking in Persons, an informal network of
international organisations and NGOs®°, issued a statement on the defini-
tion of a National Rapporteur or Equivalent Mechanism (NREM). It de-
scribes the role of a National Rapporteur in a more detailed manner:

» In general, the recommendations made to such a mechanism
aimed at:
1. Identification of the scale of the problem
2. encouraging the exchange of information among counter-
parfs at infernational level

79 OSCE Decision No.14/06 Enhancing Efforts to Combat Trafficking in Human Beings, including for
Labour Exploitation, through a Comprehensive and Proactive Approach. MC.DEC/14/06.

80 The Alliance against Trafficking in Persons gathers regularly under the auspices of the OSCE.



Similar softlaw recommendations on data collection and the role of Na-
tional Rapporteurs were developed within the context of the European
Union. In 2009, the EU Council issued a document with conclusions rec-
ommending establishing an informal EU Network of National Rappor-
teurs or Equivalent Mechanisms on Trafficking in Human Beings, during

the 2946" Justice and Home Affairs Council meeting in Luxembourg on

3. calling upon the mechanism to draw up annual reports for

4.

government discussion af nafional level with a view to devel-
oping appropriate policies (e.g. Parliamentary debate); and
encouraging research in order fo better understand and ad-
dress this phenomenon.

[...] One can confirm the advantages of such a function by hav-

ing better conceptualization of trends, efforts and responses at

State level in relation to THB, including the significant impact on

national policies and legislation.®

4 June 2009:

»
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The network should complement agreed activities based
on the existing EU instruments and carried out by existing
EU structures. In particular, the network should not interfere
with law enforcement and judicial co-operation, e.g. by ex-
changing findings of investigations, including personal data.
Each Member State, on the basis of national conditions, is
invited to designate a National Rapporteur or equivalent
mechanism, with the scope of activity that includes collection
of information and advising on human trafficking to partici-
pate in the activities of the network.®

Presented by the OSCE Special Representative for Combating Trafficking in Human Beings (SR), on
behalf of the Alliance Expert Coordination Team (AECT), 16 October 2008.
Council of the European Union, council conclusions on establishing an informal EU Network of Na-
tional Rapporteurs or Equivalent Mechanisms on Trafficking in Human Beings, during the 2946th
Justice and Home Affairs Council meeting in Luxembourg on 4 June 2009. Presented by the OSCE
Special Representative for Combating Trafficking in Human Beings (SR), on behalf of the Alliance
Expert Coordination Team (AECT), 16 October 2008.



On 19 June 2012, the European Commission adopted the “EU Strategy
towards the Eradication of Trafficking in Human Beings (2012-2016)"%.
The Strategy is a set of concrete and practical measures to be implemented

within a five-year timeframe. It is based on five key priorities:

Identifying, protecting and assisting victims of trafficking;
Stepping up the prevention of trafficking in human beings;

Increased prosecution of traffickers;

a0 oo

Enhanced coordination and cooperation among key actors and policy
coherence;
e. Increased knowledge of and effective response to emerging concerns

related to all forms of trafficking in human beings.

As for data collection tools, the EU Strategy refers to the legally binding EU
Directive 2011/36/EU on Preventing and Combating Trafficking in Human
Beings and Protecting its Victims. Member States are obliged to implement

the Directive within a clearly defined timeframe.
The EU Strategy suggests the following procedure:

Data collection systems

Action 1 under Priority E ‘Increased knowledge of and effective response
to emerging concerns related to all forms of trafficking in human beings’
dictates the development of an EU-wide system for data collection with the
aim of collecting reliable, comparable data for evidence-based policy on
trafficking in human beings and understanding the flows and trends of inter-

nal trafficking.®

The European Data Protection Supervisor (EDPS) reviewed the EU Strate-

gies and issued comments regarding:

83 COM(2012)286 final - The EU Strategy towards the Eradication of Trafficking in Human Bengs
2012-2016, 19 June 2012; http://ec.europa.eu/dgs/home-affairs/e-library/docs/thb_strategy/
thb_strategy_en.pdf.

84 EU Strategy, p. 13.
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* Data protection as a pre-condition to mutual trust between the victims and
the authorities involved in prevention, protection and prosecution;

* Data protection as part of the victims’ rights, in particular the right to infor-
mation;

* Data protection in the development of an EU-wide System for Data Col-
lection;

* Data protection as a strategy to assist Member States in addressing fun-
damental rights issues specifically related to antitrafficking policy and re-

lated actions.®

This document is one of the few EU documents that considers data protec-
tion a necessary element in its recommendations on data collection. The
EDPS recommended that in its implementation phase the EU Strategy would
strongly benefit from the inclusion of a data protection perspective and fur-
ther clarification on how data protection can help this area. In addition, in
its recommendations the EDPS stressed that the information given to victims
of trafficking should include both information on the right to the protection of
personal data and on the procedures to be followed in order to effectively

exercise this right.

Existing European and global data collection tools and reports

During recent years, several data collection procedures have been devel-
oped on a global and European level. While they all aim at quantifying
trafficking in human beings, they approach the issue from different meth-
odological and conceptual angles. Some of the global data collection tools
generate their own data based on their direct involvement in antitrafficking
work (IOM), others seek to systematically assess existing data provided by
National Rapporteur or Similar Mechanisms (US State Department, UNO-
DC, Eurostat). Other approaches involve providing elaborated guidelines
to national governments for data collection (ICMPD), or initiatives develop-

ing estimated data on human trafficking and forced labour (ILO).

85 EDPS Comments on the EU Strategy, see footnote 14.
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Examples of data collection systems

Since 2001, the US State Department collects general data on trafficking,
including an evaluation on policy responses in the areas of prevention,
protection, and prosecution. It publishes the global Report on Traffick-
ing in Persons (TIP report) annually. Since 2005 the report also includes
global data on numbers of identified trafficked persons, prosecutions, and

convictions.

The International Centre for Migration Policy Development (ICMPD) devel-
oped guidelines for European governments on collecting data on human
trafficking. Even though the recommendations refer to national and Europe-
an data protection legislation the guidelines still suggest collecting personal
data of victims.® The International Organisation for Migration (IOM), a
leading international organisation in antitrafficking policies, even operates
a global data base on human trafficking:

For more than a decade, IOM has developed and maintained
a standardized countertrafficking data management tool, the
Counter-Trafficking Module (CTM), which is the largest global
database with primary data on victims of trafficking.

The CTM facilitates the management of all IOM direct assis-
tance, movement and reintegration processes through a centrally
managed system, as well as mapping victims' trafficking experi-
ences. In return, the database strengthens research capacity and
the understanding of the causes, processes, frends and conse-
quences of trafficking. It serves as a knowledge bank from which
statistics and detailed reports can be drawn, and information
be provided for research, programme development and policy-
making on counter-rafficking.

In all cases, IOM ensures that no information which could
compromise the privacy or identity of trafficked individuals is

86 International Centre for Policy Development; http://www.icmpd.org/fileadmin/ICMPD-Website/
ICMPD-Website_2011/Capacity_building/THB/Publications/DCIM-EU_Handbook.en.pdf.
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released: sfrict controls designed to ensure confidentiality and

security of all data have been established.®”

In 2012 The International Labour Organisation (ILO) published a second

global estimation of people who are forced into labour.8® At that time the

ILO assessed that worldwide 20.9 Million people were forced labourers.®

However, this estimation is not based on information gathered from a global

data base with primary data on human beings identified as forced labour-

ers by ILO. Instead, the methodology that lead to the ILO figures derive from

a compilation of reported cases drawn from various sources:

»

The method relies on the collection of “reported cases” of forced
labour, over the 10 year period 2002-2011, from all countries
in the world. “Reported cases” are those which refer to specific
instances of forced labour, indicating where and when the activ-
ity took place and how many people were involved. Cases can
be found in various secondary sources of information, ranging

from official stafistics and NGO reports to newspaper articles.”

In 2010 the UNODC was mandated by the UN General Assembly to
conduct global reports on trends and patterns of human trafficking.” In

2012 the UNODC published its first global report on trafficking in hu-

87
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Quotation from: http://www.iom.int/cms/countertrafficking.

The first ILO report on forced labour was published in 2005: International Labor Organisation: A
global alliance against forced labour. Global report under the follow-up to the ILO Declaration on
Fundamental Principles and Rights at Work. Report of the Director-General, 2005.
http://www.ilo.org/wecmsp5/groups/public/@ed_norm/@declaration/documents/publication/
wems_181953.pdf.

See ILO 2012 Global Estimate of Forced Labour - Executive Summary, p. 5; http://www.ilo.org/
wemsp5/groups/public/—ed_norm/-declaration/documents/publication/wems_181953.pdf

In paragraph 60 of the Plan of Action, UNODC is assigned the mandate and duty to collect
relevant data and report on trafficking in persons patterns and flows at the national, regional
and international levels: Request the Secretary-General, as a matter of priority, to strengthen the
capacity of the United Nations Office on Drugs and Crime to collect information and report bien-
nially, starting in 2012, on patterns and flows of trafficking in persons at the national, regional and
international levels in a balanced, reliable and comprehensive manner, in close cooperation and
collaboration with Member States, and share best practices and lessons learned from various initia-
tives and mechanisms. (Assembly resolution 64/293, para. 60). See www.unodc.org/unodc/en/
human-traffickingfund/hum.
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man beings.”? Similar to the 2012 EU Strategy, the UNODC report uses
percentages to describe the global quantity of victims and perpetrators of
trafficking, and refrains from presenting absolute figures. As with the ILO
2012 report the methodology for the UNODC report relies on second-
ary sources, such as national government crime statistics, NGO annual

reports etc.:

The vast majority of the data collected for this Global Report on
Trafficking in Persons came from national institutions (88 per cent
of the data series collected). Other sources of information were
infernational governmental organizations (5 per cent of the data]
and non-governmental organizations (7 per cent).The information
was collected by UNODC in three ways: through a short, dedi-
cated questionnaire distributed to Governments; by considering
the relevant results of the regular United Nations Survey of Crime
Trends and Operations of Criminal Justice Systems used fo survey
Member States on official statistics on different forms of crime;
and by collecting official information available in the public do-
main (national police reports, Ministry of Justice reports, national

trafficking in persons reports efc.).

In 2013, The European Commission, in cooperation with Eurostat, issued
statistics on trafficking cases in its Member States for the first time and pro-
vided figures from the year 2008 to 2010. These figures are conceptualised
info ‘identified’ and ‘presumed’ victim categories. The concepts of ‘identi-
fied” and ‘presumed’ victim is not clearly defined and raise concerns about

the consistency across the gathered statistics.

As for 2010, the report documents 9582 identified and presumed trafficked
persons in EU Member States.”® The Eurostat report also relies on second-

ary data from existing statistics in the Member States:

92 See http://www.unodc.org/documents/data-and-analysis/glotip/Trafficking_in_Persons_2012_
web.pdf.

93  See http://ec.europa.eu/dgs/home-affairs/what-is-new/news/news/2013/docs/20130415_
thb_stats_report_en.pdf, p. 14.
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Consistent with the integrated approach in addressing trafficking
in human beings, data were requested from different services
and organisations working in the field of trafficking in human be-
ings in the participating countries, such as the police, prosecution
services, court services, immigration services, border guards, la-
bour inspectors as well as non-governmental organisations.

The questionnaire was sent via Eurostat to the National Sta-
tistical Offices of the EU Member States, EU Candidate and
Potential Candidate countries and to the EFTA/EEA (European
Free Trade Association/European Economic Association) coun-
fries in September 2011. It included the appropriate tables, a list
of common indicators, definitions and guidelines for collecting
the statistical data as well as the country codes to be used and @
template for providing metadata. The data received from partici-
pating countries were then included in tables and returned to the
countries for validation in August 2012. The tables were finalised
by Eurostat in December 2012.7

Additional selected data collection bases, guidelines and tools:

* |IOM Global Human Trafficking Data Base
Counter Trafficking Division (CTM)

* ICMPD Data Collection and Information Management
(DCIM) and Data collection guidelines

* ILO and EC: Delphi survey
* UNODC - UN.GIFT Global Report on TIP depict patterns

and trafficking flows for 155 countries and territories

* IOM and the Austrian Ministry of Interior: Development of
Guidelines for the Collection of Data on Trafficking in Human
Beings, including comparable indicators/variables 2008

* Montrasec demo (University Ghent)

* Europol Information System (EIS) and Analysis
Work Files (AWF Phoenix 2007)

94  See http://ec.europa.eu/dgs/home-affairs/what-is-new/news/news/2013 /docs/20130415_
thb_stats_report_en.pdf, p. 21.
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datACT recommendations

In summary, the legal provisions remain vague on the definition for data

collection tools such as National Rapporteur or similar Mechanisms

(NREM). Moreover, the role of NGOs in cooperating with data collection

tools is also not clear. The diversity of existing data collection tools hinders

the elaboration for clear guidelines governing the actions of stakeholders.

Applying data protection provisions on data collection tools, datACT rec-

ommends following principles:

95

96

The protection of the trafficked persons’ privacy should be at the core of
all data collection measures.

All data collection efforts should follow recognised ethical data protection
methods, such as ‘Privacy by Design’®® and ‘Privacy Impact Assessments’?°.
NGO counselling centres should not be forced to provide data of their
clients to governmental stakeholders or any other third party.

The NREM should guarantee data protection standards and must secure
the rights of the data subjects.

The mandate and purpose of the NREM should be based on clear coop-
eration standards between NGO counselling centres and the NREM.
NGO counselling centres should act as an autonomous stakeholder and
must not be used as a data providing agency by respective governmen-
tal and intergovernmental stakeholders.

NGO counselling centres should be trained by IT data protection experts
to fully control their technical equipment and data base and to prevent
unauthorised access by third parties.

The NREM should have an independent status. Independency refers not
only to be independent from the current governmental administration but
it should also not being influenced by its respective other mandates and/
or conflict of interests.

Privacy by Design means building in privacy right up front, directly into the design specifications
and architecture of new systems and processes.

A Privacy Impact Assessment (PIA) is one of many tools used to help organisations ensure that the
choices made in the design of a system or process meet the privacy needs of that system, typically
by way of a directed set of questions, based on privacy requirements.



> The NREM should not have an operational role in the respective National
Referral Mechanism®”.

~ The NREM should be regularly monitored by the national data protec-
tion authority as well as by national human rights monitoring institutions.

> The NREM should collect data in a broader context than solely traffick-
ing in human beings by including frameworks such as economic orders,

exclusion, racism, border controls, de-regulation of labour etc.

5.2 Identification of trafficked persons
and access to support structures

Challenge: registration and transfer of victims’ personal data between
countries of origin and destination and between national agencies;

datACT recommendations:

Conducting Privacy Impact Assessments (PIA)

Defining detailed purposes and time frame for collection of personal
data and avoiding unnecessary transfer of personal data to the pos-
sible extent

Maintaining and advocating for a decentralised and anonymous
access services for trafficked persons.

Challenges of identification

Presumed trafficked persons are not always formally identified as victims of
crime by authorities. This may be due to an irregular status, their reluctance
to report the crime, or if investigations have been halted. Non-identification

97 A National Referral Mechanism (NRM) is a co-operative framework through which state actors
fulfil their obligations to protect and promote the human rights of trafficked persons, co-ordinating
their efforts in a strategic partnership with civil society. The basic aims of a NRM are to ensure that
the human rights of trafficked persons are respected and to provide an effective way to refer victims
of trafficking to services. In addition, NRMs can work to help improve national policy and proce-
dures on a broad range of victim-related issues such as residence and repatriation regulations,
victim compensation, and witness protection. NRMs can establish national plans of action and can
set benchmarks to assess whether goals are being met.” (OSCE: National Referral Mechanisms -
Joining efforts to protect the rights of trafficked persons, Warsaw, 2004, p. 15).
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can have serious consequences for the presumed trafficked person, they
may be denied their basic right to support and protection and often face
detention because of their irregular residence status, and/or possible pros-
ecution for crimes or public offences committed in the course of their traf-

ficking experience.

One outcome of an authority’s lack of recognition in allowing presumed
victims access to support structures is an immense gap in official statistics
on trafficking cases and statistical estimations produced international or-
ganization. For this reason governments and international stakeholders are
increasing their political efforts, pushing for administrative procedures that
would allow for the identification of victims. Within the Palermo Protocol,
for example, there is no procedure on ‘victim identification’ set forth, and its
only comment to this issue is a reference to advise states to “consider imple-
menting measures to provide for the physical, psychological and social re-
covery of victims of trafficking in persons [...]"?8. The Palermo Protocol does
not define the circumstances under which a person may access support. The
language of "victim identification” has also been promoted on the UN level
within the ‘Recommended Principles and Guidelines on Human Rights and
Human Trafficking”.”® This document recommends States to develop guide-
lines for officials “to permit the rapid and accurate identification of trafficked
persons”. (Guideline 2, Art.1)

The EU Directive 2011/36/EU - adopted some 10 years after the Palermo
Protocol - sets certain conditions to the access to support structures for pre-

sumed trafficked persons:

Member States shall take the necessary measures to ensure that
a person is provided with assistance and support as soon as the
competent authorities have a reasonable-grounds indication for
believing that the person might have been subjected to any of

the offences referred to in Articles 2 and 3. (Art.11)

98 Palermo Protocol Art. 6 (3).

99 Office of the High Commission for Human Rights (E/2002/68/Add); http://www.ohchr.org/
Documents/Publications/Traffickingen.pdf.
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While victims of other violent crimes, including violence against women,
are not obliged in European and international legislation to be identified
by competent authorities in order to have access to support structures and
protection, trafficked persons have to first convince officials about their

status as a victim of a crime before receiving appropriate help.

The system of ‘identification’ as a qualification to access support structure
poses challenges to privacy rights of presumed trafficked persons. As an
example, when trafficked persons are confronted with an extensive bu-
reaucratic access they have almost no opportunity to receive such services
as counselling anonymously. Issues around identification procedures are
also valid for victims who do not want to cooperate with law enforcement
authorities in pursuing a criminal investigation process. The following two
examples in this chapter will help to illustrate how suggested identification
guidelines are primarily interested in the collection of personal and sensi-
tive data of the “to be indentified” presumed victim.

While European countries have different administrative and legal proce-
dures intended for the ‘identification” of trafficked persons, increasingly
countries are collaborating in joint endeavours in order to harmonise victim
identification systems on a regional level. In 2013, the European Commis-
sion (EC) launched a reference document on ‘Guidelines for the identifica-
tion of victims of trafficking in human beings, especially for Consular Ser-
vices and Border Control’.'®° Referring to the 2012 EU Strategy, the EC
highlights the importance of ‘early identification” by providing a compilation
of summaries from eleven EC funded projects on identification tools.'”" A
central step in the EC guidelines for identification is the collection and pro-
cessing of data by the competent authorities. It is in the EC guidelines for
identification that we first see the recommended division of persons into two

identities: the ‘identified victim” and the ‘potential victim’.'%2

100 See http://ec.europa.eu/dgs/home-affairs/e-library/docs/thb-victims-identification/thb_identifi-
coﬁonien.pdf.

101 See ‘guidelines’, p. 8-10.
102 See ‘guidelines’, p. 6.
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Both concepts are included into the Eurostat statistics as well, however, the
terminology is not consistent with the one from the EC guidelines for identi-
fication. The Eurostat reports refers to the term ‘presumed victim’ instead of
‘potential victim’:

» An ‘identified victim' is defined as a person who has been formal-
ly identified as a victim of trafficking in human beings according
fo the relevant formal authority in Member States.

A "presumed victim’ of human trafficking is defined as a per-
son who has met the criteria of EU regulations and international
Conventions but has not been formally identified by the relevant
authorities (police) as a trafficking victim or who has declined to
be formally or legally identified as trafficked.'*®

As a consequence of these concepts, future EU efforts are targeted not only
at identifying persons who fit into one of the two victim concepts, but also
those persons do not want to cooperate with authorities or do not wish to
be included into support structures.

In addition, cross-border procedures for the identification of victims were
infroduced through the concept of ‘Transnational Referral Mechanisms'’
(TRMs) developed by the International Centre for Migration Policy Develop-
ment (ICMPD).'%* Recently, the concept was also integrated into the 2012
EU Strategy:

The first recommended action under ‘Identifying, protecting and assisting
victims of trafficking’ (2.1. PRIORITY A, Action 1) is the establishment of
National and Transnational Referral Mechanisms which should describe
procedures to better identify, refer, protect and assist victims and include all
relevant public authorities and civil society by 2015.1%°

103 See http://ec.europa.eu/dgs/home-affairs/what-is-new/news/news/2013/docs/20130415_
thb_stats_report_en.pdf, p. 26.

104 See ICMPD: Guidelines for the Development of a Transnational Referral Mechanism for Trafficked
Persons in Europe: TRM-EU, 2010; http://www.icmpd.org/fileadmin/ICMPD-Website/ICMPD-
Website_2011/Capacity_building/THB/Publications/TRM_EU_guidelines.pdf.

105 EU Strategy, p. 6.
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The identification processes are based on intensive documentation and
registration practices of presumed trafficked persons. In addition, the TRM
recommends carrying out the ‘formal identification’ of trafficked persons by
assigned authorities. ‘Formal identification” by authorities is neither linked to
a criminal investigation nor to the willingness of the victim to cooperate with
law enforcement authorities. Once completed the ‘formal identification’
would allow the victim to access further services, including assistance, pro-
tection and social inclusion.'® In the TRM Guidelines the ICMPD describes 6
measures in the identification process:

Initial screening and referral;

Access to basic needs and information;

Early risk assessment;

Language interpretation and cultural mediation;

Recovery and reflection period;

oA N~

Identification.'””

This model of identification may lead to serious data protection challenges
for trafficked persons. For example, during the initial screening and early
risk assessment, it recommends gathering information not only on the vic-
tims" personal data but also on his or her health issues.'®

It is because of this privacy risk that the European Data Protection Supervi-
sor (EDPS) has suggested that clear information be provided to individuals
on how to benefit from the right to protection of personal data, as well as
about the work of national data protection authorities should be part of

national and transnational referral mechanisms.'®?

106 See ICMPD Guidelines for TRM, p. 56.

107 See ICMPD Guidelines for TRM, p. 34.

108 See ICMPD Guidelines for TRM, p. 43.

109 EDPS comments on the Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions -
“The EU Strategy towards the Eradication of Trafficking in Human Beings 2012-2016", p. 3;
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/
Comments/2012/12-07-10_Human_Trafficking_EN.pdf.
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datACT recommendations

In general, antitrafficking measures should clearly define the purpose of
data collection once it is made a condition to access support structures.
The purpose should be based on a legitimate interest. The processing of
personal data is dependent upon the free and informed consent of the data
subject, in this case the trafficked person. The following diagram illustrates
the tension between the right of the data subject and the obligation of the

data processor:

DATA SUBJECT: DATA PROCESSOR:
precondition for free detailed definition of the
and informed consent, purpose, including time
including the right to frame and definition of
rectify, access her/his legitimate interest

file, withdraw consent.

datACT recommendations of data collection for
(NGO) service providers at initial counselling:

> The collection of trafficked persons’ personal data should be minimised
to the absolute necessary limit. The purpose of data collection should be
deliberated and harmonised with existing European and national data
protection provisions.
Personal data that were collected for specific internal purposes should
not be stored for any other purposes nor shared with external or other
third parties: “What is nice to have is not necessarily legitimate to have'.
In cooperation with NGO service providers, indicators should be elabo-
rated that define access for presumed trafficked persons to counselling
centres.

~ These indicators should neither overrule nor replace individual decisions
of counsellors to accept presumed victims to support structures. The indi-

cators are supposed to support the daily counselling practice.



Presumed trafficked persons should have a low-threshold access to
anonymous counselling. It is of paramount importance to establish a first
contact to the presumed trafficked person in order to provide him/her
with basic guidance on further steps.

There is a need to establish reflection periods of at least three months
in order to sustainably enable the presumed trafficked person to act in
his/her best interest. The reflection period should aim at providing a safe
space and sufficient time for presumed victims in order to consider the

options and to make informed decisions.

datACT recommendations for return/social inclusion
Any transfer of trafficked persons’ personal data across national borders
should be avoided.

All stakeholders should have security measures in place to prevent tracing

the identities of trafficked person after return and inclusion procedures.

5.3 Data protection and NGO service providers

Challenges: International IT case documentation and management

system may not be secure; NGO counsellors may be put into a situ-
ation of sharing information with law enforcement; Victims’ rights as
data subject may not be an integral part of the counselling process.

datACT recommendation:
Establishing secure IT soft- and hardware in NGO counselling centres
based on a Privacy Impact Assessment (PIA);

Advocating for stronger protection of the obligation to confidentiality
and the right to refuse to give evidence in court;

Introducing counselling modules on the right to privacy.
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As discussed previously, NGO service providers may be put into a situation
of sharing information about their clients, including personal data, with law
enforcement, authorities or other stakeholders. Data sharing may occur dur-

ing the counselling for the following reasons:

* Issuing a reflection delay and residence permit;

* Applying for social benefits;

* Reporting obligations to donors, including annual reports and statistics;

* Cooperation with the National Rapporteur and/or equivalent Mecha-
nisms;

* Preparing for return and social inclusion measures in the country of origin;

* Other endeavours.

International, regional, and national political and legal instruments contain
only vague descriptions on the structure and role of civil society coopera-
tion with authorities regarding data collection and data protection. For this
reason it is important that future guidelines advising NGOs on their role as
data processors be elaborated and that their role is clarified in national and
international data collection tools, such as the National Rapporteur and/or
equivalent Mechanisms. The 2011 EU Directive recommends that civil soci-
ety stakeholders seek cooperation with National Rapporteur Mechanisms
but fails to define the role and mandate of NGOs in this context.

Flowing from the EU Directive 95/46/EC what follows is an example of
Privacy Impact Assessment questions that will help to illustrate the need for
clearly defined roles and obligations of NGO service providers regarding

data protection provisions:



Article 6: Principles relating to data quality'°

1. Member States shall provide that personal data must be:

a) processed fairly and lawfully;

2

Questions for a PIA process for antitrafficking Counselling centres:

Do presumed trafficked persons have the possibility for
anonymous counselling at initial counselling?

Have you established conditions for processing personal data of
your clients (trafficked persons)?

How will your clients (trafficked persons) be told about the use
of their personal data?

Do you need to amend your privacy notices?

Have you established conditions and requirements for
transferring personal data of your clients (trafficked persons)?

Do you encode personal data of trafficked persons with an
acronym or identification code?

How do you organise internal consultations on cases?

b)

collected for specified, explicit and legitimate purposes and not fur-

ther processed in a way incompatible with those purposes. Further

processing of data for historical, statistical or scientific purposes shall

not be considered as incompatible provided that Member States pro-

vide appropriate safeguards;

Questions for a PIA process for antitrafficking Counselling centres'':

Have you discussed and identified the purpose for processing
personal data?

Have potential new purposes been identified as the scope of the
project expands?

110 Directive 95/46/EC ofthe European Parliamentand ofthe Council of 24 October 1995 onthe protec-
tion ofindividuals with regardto the processing of personal data and on the free movement of such data
Official Journal L 281, 23/11/1995, P. 0031-0050.

111 The questions are slightly adjusted from the UK data protection authority, the Information Commis-
sioner’s Office: Code of Practice: Conducting privacy impact assessments, February 2014, p. 39-41.

112 Ibid.

77



c) adequate, relevant and not excessive in relation to the purposes for
which they are collected and/or further processed;

Questions for a PIA process for anti-trafficking Counselling centres:

* Do you collect and process data in addition to the defined
purpose?

d) accurate and, where necessary, kept up to date; every reasonable
step must be taken to ensure that data which are inaccurate or incom-
plete, having regard to the purposes for which they were collected or

for which they are further processed, are erased or rectified;

Questions for a PIA process for antitrafficking Counselling centres™:

* How are you ensuring that personal data could be corrected or
deleted?

e) kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the data were
collected or for which they are further processed. Member States
shall lay down appropriate safeguards for personal data stored for
longer periods for historical, statistical or scientific use.

Questions for a PIA process for antitrafficking Counselling centres':

* How do you store personal data of your clients?

*  What retention periods are suitable for the personal data you
will be processing?

* Are you procuring software which will allow you to delete
information in line with your retention periods?

2. It shall be for the controller to ensure that paragraph 1 is complied with.

113 lbid.
114 lbid.
115 lbid.



Article 7: Criteria for making data processing legitimate
Member States shall provide that personal data may be processed only if:

a) The data subject has unambiguously given his consent; or

b) Processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract; or

c) Processing is necessary for compliance with a legal obligation to which
the controller is subject; or

d) Processing is necessary in order to protect the vital interest of the data
subject; or

e) Processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the control-
ler or in a third party to whom the data are disclosed; or

f) Processing is necessary for the purposes of the legitimate interests pur-
sued by the controller or by the third party or parties to whom the data
are disclosed, except where such interests are overridden by the interests
for fundamental rights and freedoms of the data subject which require

protection under Article 1 (1).

Question for a PIA process for antitrafficking Counselling centres'®:

* Do you obtain informed consent of your clients (trafficked persons)
during counselling?

* Do you inform your clients (trafficked persons) about the use and the
storage of personal data?

* If you are relying on consent to process personal data, how will this be
obtained and what will you do if it is withheld or withdrawn?

* Do you have agreements about data protection with authorities or third
parties?

116 Ibid.
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Article 1 (1) of the Data Protection Directive explains the scope of application:

In accordance with this Directive; Member States shall protect
the fundamental rights and freedoms of natural persons and in
particular their right to privacy with respect to the processing of

personal data.

o6}
o

Questions for a PIA process for antitrafficking Counselling centres”:

* Does your IT experts and technical data base manager have access to
the personal data?

* Will you be required in the framework of return programs and
international cooperation to transfer data outside your country and
outside of Europe?

* Do you transfer personal data within the framework of international
organisations and return programs?

* If you will be making transfers, how will you ensure that the data is
adequately protected?

* Do you provide your client (trafficked person) with contact details
of the person in charge to address him or her access request in your
organisation?

* Did your counselling centre already establish cooperation with the
relevant Data Protection Authority?

* Are you legally obliged to appoint a data protection officer within your
organisation?

117 lbid.



datACT recommendations

Legal rights for presumed trafficked persons as data subjects should be an
integrated part of standard counselling.

Presumed trafficked persons should be informed at all stages about the
use and storage of data related to their respective case.

All European NGO service providers should be granted the right to refuse
to give evidence to law enforcement/judicial authorities.

Internal consultations on cases should be verbal and written documenta-
tion should be discouraged.

NGOs should advocate for an absolute minimum of data collection of
the personal data of presumed trafficked persons by governmental and

intergovernmental organisations and monitor this to promote compliance.

(e6¢}



_ ANNEX|

CATALOGUE OF RIGHTS OF DATA
SUBJECTS TO BE INTEGRATED
INTO NGO COUNSELLING



WHAT ARE YOUR RIGHTS?

General right
Individuals are safeguarded by a general right to have their personal data

processed fairly and lawfully, and only for legitimate purposes.

Specific rights
This general right is complemented by a number of specific rights of the
individual, including the:

*  Right to know if an institution or a body is processing data concer-
ning him/her;

*  Right to information about the particular processing (what informati-
on is being processed);

*  Right to object to the processing on compelling and legitimate
grounds;

*  Right to be informed with information such as the identity of the cont-
roller, the purpose of the processing, the recipients of the data;

*  Right to access to his/her personal datq;

*  Right to rectify inaccurate, out-of-date or incomplete data;

*  Right to block data whose accuracy is contested;

*  Right to erasure of data if the processing is unlawful;

*  Right to nofification of any deletion, rectification or blocking of his/
her data to a third party to whom the data have been disclosed;

*  Right to object to such disclosure;

*  Right to compensation for any damages.

What are your responsibilities in
protecting your personal data?

*  Think before disclosing your information;
*  Only disclose information that is needed by the organisation involved;
*  Question why someone might ask for your particular personal infor-

mation.
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ANNEX I

DATA PROTECTION STANDARDS
FOR NGO SERVICE PROVIDERS

The datACT standards were developed and discussed during numerous con-
sultations with antitrafficking NGO service providers between 2013-2014,
including during regular KOK alliances meetings, La Strada International
NGO platform meetings in Talinn, Estonia and in Sofia, Bulgaria and during
a workshop at the Global Alliance against Trafficking in Women (GAATW)
International Members' Congress in Bangkok, Thailand.

The purpose of the standards is to provide guidance to antitrafficking NGOs,

including counselling centres to protect privacy rights of trafficked persons.

It aims at establishing a framework for NGOs to evaluate, monitor and initi-
ate data protection in daily counselling work, as well as for the purpose of
developing a long-term data protection strategy. The standards are a ‘living

document’ and open for feedback by practitioners.



The collection of trafficked persons’ personal data should
be limited to the absolute necessary minimum. The purpo-
se of data collection should be deliberated and harmo-
nised with existing European and national data protection
provisions.

Personal data that were collected for specific internal
purposes should not be stored for any other purposes nor
shared with external or other third parties. ("What is nice
to have is not necessarily legitimate to have’)

Indicators should be elaborated in cooperation with NGO
service providers defining access to counselling centres for
presumed trafficked persons.

These indicators should neither overrule nor replace coun-
sellors” individual decisions to accept presumed victims

to support structures. The indicators are intended for the
support of daily counselling practice.



Presumed trafficked persons should have a low-threshold
access to anonymous counselling. It is of paramount
importance to establish a first contact with the presumed
trafficked person in order to provide him/her with basic
guidance to the possible next steps.

There is a need to establish reflection periods of at least
three months in order to sustainably enable the presumed
trafficked person to act in his/her best interest. The reflec-
tion period should aim at providing a safe space and suf-
ficient time for presumed victims so that they may consider
their options and make informed decisions. This reflection
period should be granted irrespective of their willingness
to cooperate with law enforcement authorities.



NGOs should advocate and monitor that data collection
of victims’ personal data by governmental/intergovern-
mental organisations be reduced to the absolute minimum.

Personal data should be encoded with an acronym or
identification code by the NGO service providers.

NGOs should develop and install secure soft- and hard-
ware for their case management system with the support
of ICT data protection experts. Cloud computing and data
storage services, and remote access to client data should
be avoided.

All cooperation with authorities or third parties should
be based on the agreement that all data used be strictly
anonymised data.

NGO service providers should obtain the right to refuse

to provide client information or other evidence to judicial
authorities.!
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Internal consultations on cases should be verbal and writ-
ten documentation should be discouraged.

The purpose of collecting and storing the trafficked
person’s personal data should be clearly defined, inclu-
ding timeframes for retention and the date of termination
of stored personal data.

Only designated staff members should have access to the
files containing personal data of trafficked persons.

All data collection efforts should be based on data pro-
tection methods, such as ‘Privacy by Design'? and ‘Privacy
Impact Assessments’>,

Privacy by Design means building in privacy right up front, directly into the design
specifications and architecture of new systems and processes.

A Privacy Impact Assessment (PIA) is one of many tools used to help organisations
ensure that the choices made in the design of a system or process meet the privacy
needs of that system, typically by way of a directed set of questions, based on privacy
requirements.




Legal rights for presumed trafficked persons as data sub-
jects should be an integrated part of standard counselling.

Presumed trafficked persons should be informed at all
stages about the use and storage of data related to their
respective case.

Presumed trafficked persons should give their informed
written consent before collecting their personal data.

NGO service providers should assign a staff member to
be the contact person for trafficked persons in the event
they want to withdraw their consent, or to access or rectify
their data.



Data protection and return| social inclusion

Any transfer of trafficked persons’ personal data across
national borders should be avoided.

It should be secured by all stakeholders that identities
of trafficked persons can not be traced during and after
return and inclusion procedures.




National Reporting and | or Equivalent
Mechanisms (NREM)

The NREM should guarantee data protection standards
and must secure the rights of the data subjects.

The protection of the trafficked persons’ privacy should be
at the core of all data collection measures.

All data collection efforts should be based on data pro-
tection methods, such as ‘Privacy by Design'* and ‘Privacy
Impact Assessments”.

NGO counselling centres should not be forced to provide
data of their clients to governmental stakeholders or any
other third party.

The mandate and purpose of the NREM should be based
on clear cooperation standards between NGO counsel-
ling centres and the NREM.

NGO counselling centres should act as an autonomous
stakeholder and must not be used as a data providing
agency by respective governmental and intergovernmental
stakeholders.

Privacy by Design means building in privacy right up front, directly into the design
specifications and architecture of new systems and processes.

A Privacy Impact Assessment (PIA) is one of many tools used to help organisations
ensure that the choices made in the design of a system or process meet the privacy
needs of that system, typically by way of a directed set of questions, based on privacy
requirements.



NGO counselling centres should be trained by ICT data
protection experts to fully control their technical equipment
and data base and to prevent unauthorised access by
third parties.

The NREM should have an independent status. This refers
not only to be independent from the current governmental
administration but also from not being influenced by inter-
organisational mandates and/or conflict of interests.

The NREM should be monitored regularly by the National
Data Protection Authority and National Human Rights Insti-
tution.

The NREM should not have an operational role in the
respective National Referral Mechanism.

The NREM should collect data in a broader context than
solely trafficking in human beings by including frameworks
such as economic orders, exclusion, racism, border cont-
rols, de-regulation of labour etc.
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